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Foreword

One thing is for sure: with blockchain technology, a new form of 
digital information exchange is developing, and with it an inno-
vative method of data storage and representing transactions. 
Many are speaking of a digital revolution, of a global phenom-
enon that will change how humans live and interact — as per the 
steam engine, electricity, automobiles, and the internet.

Despite all justified optimism regarding the future of blockchain — 
it needs to be viewed in a wider context of digitisation, however 
there are also other technologies which have successfully estab-
lished themselves on the market for particular applications.

That is why it is all the more important to understand exactly 
what the advantages of the blockchain are, and above all how 
they can be utilised for the transformation of the energy system. 
For this, we need to examine the properties of the technology in-
depth and compare them to their real-world applicability and 
environment both now, and in the future. This allows us to make 
a valid assessment.

It is with this approach, the current multi-stakeholder study fol-
lows. On one hand, it is a deep dive into the integrated energy 
transition with its multiple assets and stakeholders, whilst on 
the other hand, a reality check for blockchain in clearly defined 
application scenarios.
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Our aim is to contribute to stimulating societal discourse in 
order to increase the urgently needed innovation potential re-
quired for the energy transition. Blockchain is a good example of 
this. This is because the integrated energy transition involves a 
complex interplay of assets and markets, of new and old stake-
holders, and of proven technologies and innovations. If we want 
to successfully link these areas, blockchain can and will make an 
important contribution as a secure and decentralised technol-
ogy. We are convinced of this.

If this study provides some inspiration for the integrated ener-
gy transition, then that is an achievement in its own right. How-
ever, the question of whether it will become a true accelerator of 
innovation is something that you, the reader, will ultimately get 
to decide. 

Sincerely yours,  
 
 
 
 
Andreas Kuhlmann 
Chief Executive of the Deutsche Energie-Agentur (dena) —  
the German Energy Agency

This study, which has set itself the goal of delving deep into the 
current and upcoming use cases of the blockchain — and the as-
sociated business opportunities — can only succeed if it consoli-
dates existing cumulative know-how. This is exactly what it has 
achieved. Hence, we are above all indebted to our study part-
ners who, with their commitment, expertise, and experience, 
have intensively supported every step of the development pro-
cess of the study from the very beginning. Their valuable contri-
butions during discussions over numerous sessions and in indi-
vidual exchanges have enabled the greatest possible real-world 
relevance and kept the study grounded.

We would also like to express our special thanks to our scien-
tific consultants and in particular our two experts, Prof. Dr. Jens 
Strüker and Dr. Ludwig Einhellig. Without their expertise, the 
well-founded technical, economic, and regulatory assessment 
of the application scenarios for the blockchain would not have 
been possible.

For us, the Deutsche Energie-Agentur (dena) — the German 
 Energy Agency, this study makes one thing clear: the integrat-
ed energy transition is an accelerator of innovation which can 
help young technologies to achieve a breakthrough. At the same 
time, the innovation dynamic is not that of a sure-fire success — 
it becomes sustainable only when the foundations have been 
laid. This also involves removing regulatory restrictions and cre-
ating a positive climate for novel ideas. 
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1 IPCC (2018).
2 E.g. the rise in sea level, clusters of extreme weather events, reduction in biodiversity etc.
3 E.g. hunger, water shortage, forced migration, intra-state and domestic crises, weakened economies etc.

This is the context blockchain technology needs to be viewed in. 
As an information system of a decentralised nature, it is a tech-
nological manifestation of digitisation, an information protocol 
and decentrally organised data register which its characterised 
by its specific properties of security, immutability, transparency, 
robustness and multi-stakeholder participation.

So what can the blockchain contribute to the energy transition? 
And where exactly can this technology be utilised? Together with 
16 partner companies from the energy sector and with the in-
volvement of two scientific experts, four scientific advisors and 
four advisors from the blockchain scene, dena systematically ex-
plores these issues with the present study. The study focuses on 
11 selected use cases from the five overarching areas of appli-
cation asset management, data management, market commu-
nications (electricity), trade (electricity) and financing & token-
isation, thereby highlighting the various aspects of the applica-
tion of the technology in the energy system of tomorrow. All use 
cases will be analysed and evaluated with regard to their tech-
nological maturity, the competitive situation with other technol-
ogies, the micro-economic (business economic) as well as mac-
ro-economic (economic) benefits, the strategic added value and 
the regulatory environment. The findings of these case-specific 
analyses (cf. also chapter 3) support companies and policymak-
ers with the categorisation and the decisions regarding the use 
of blockchain technology in the integrated energy transition. At 
the same time, the findings provide the developmental stage of 
this still very young technology with a range of corresponding 
starting points for further investigations. Particular attention 
should be focused here on systemic efficiency gains which result 
from synergies due to the simultaneous testing and implemen-
tation of individual use cases.

The dena multi-stakeholder study  
“Blockchain in the integrated energy transition”

“Human activities are estimated to have caused approximate-
ly 1.0°C of global warming above pre-industrial levels”1 — from 
time to time, we should make ourselves aware of this finding 
and the well-known symptoms of progressive climate change2 
and its global consequences3 in order to remind ourselves of the 
most important motivation for the energy transition. The energy 
transition is not an end in itself. Instead, solving the challenges 
associated with it is also an ecological, economic and social ne-
cessity, with the urgent goal of taking action.

The challenges, but also the opportunities, are manifold: an in-
creasingly decentralised power generation structure; a compre-
hensive integration of the sectors (electricity, heat, gas, trans-
port); the expansion of both electromobility and alternative en-
ergy sources, also called synthetic fuels; the necessary expan-
sion and restructuring of the power grid and the intelligent use 
of existing grids; the use of existing flexibility potentials; a new 
way of handling digital information exchange; a reordering of 
customer relationships, and much more. 

But without decentralisation and digitisation, the transforma-
tion of the energy systems would not be conceivable: the sheer 
quantity of production and consumption units and their intelli-
gent comparison, as well as the increasing number of prosum-
ers, who act and interact in a self-determined fashion in the en-
ergy system, make it clear that the use of digital technologies is 
a necessity. At the same time, the digital energy transition also 
gives rise to new challenges such as the secure and protected 
collection, storage, disclosure and processing of (energy) data 
— which is particularly important for society's acceptance of the 
energy transition — as well as the issue of social justice. 

Executive summary 
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The use and further development of blockchain technology of-
fers exciting approaches for the energy industry and can con-
tribute to the successful transformation of the energy system as 
an important driver for the development of new digital business 
models. For stakeholders in the energy industry, this opens up 
the opportunity to skip individual technological developmen-
tal stages and to position themselves as an innovative model for 
other industries. 

Blockchain technology makes digitisation more tangible and 
opens up space for economic added value in the handling of dig-
ital information. At the same time, it is a digital enabling tech-
nology which is highly likely to have a significant influence on 
the digital information flows of tomorrow. In the scene, the term 
“Web 3.0” has been used for some time now. In Web 3.0, infor-
mation can be assigned a value and be transmitted and utilised 
in a traceable, authentic, automated and self-executing manner. 
Blockchain technology can serve as the backbone of such an in-
ternet of value. It also provides the basis of discussion for game 
theory incentive systems in order to answer the directly related 
questions of a sustainable, traceable and (partially) automated 
distribution of value.

The earlier the regulatory and technical prerequisites for the 
use of the blockchain in the energy sector are identified and ful-
filled, the more consistently these added values can be tested 
and boosted. 

However, it should be noted that the blockchain is not neces-
sarily the “missing key” of the energy sector which promises to 
be the solution to all of the energy transition’s challenges. Such 
an attribution exceeds the expectations of the technology and 
threatens to slow down its proliferation in the specific areas of 
application of the energy industry where the use of this tech-

nology is indeed expedient and offers added value. Instead, the 
blockchain should, suffice it to say as an introduction, be test-
ed, implemented, and further developed in a pragmatic fashion 
in the areas where its core properties can realise their potential. 
After the hype surrounding cryptocurrencies has died down, the 
transition to a serious test phase needs to take place. The reg-
ularly appearing reports on new cooperative agreements be-
tween energy providers, grid operators, energy traders, device 
manufacturers and technology suppliers with start-ups from the 
blockchain scene clearly show that a promising dynamic is al-
ready developing.
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  Strengthen dialogue regarding hardware- and software-
based data security and data protection

  The technical abilities of blockchain technology could, on 
the software side, contribute to promoting reliable and pro-
tected data handling. Accordingly, it should be examined 
to what extent the technology and the secure structuring of 
digital measurement infrastructure (hardware) are compat-
ible with each other for the purposes of realising an end-to-
end information chain. Feasibility studies and discussion di-
alogues on these topics between the experts of the respec-
tive domains are to be supported politically in order to con-
solidate parallel developments and boost added value. With 
an eye on the energy industry, this applies primarily to the 
reconcilability of the technology with the developments as-
sociated with the smart meter rollout. Similarly, the devel-
opments of the technology should be followed closely with 
a focus on the discussions regarding data protection. In ad-
dition to a legal clarification regarding which data is still to 
be considered as personal information5, the further techno-
logical developments in the field of pseudonymisation and 
anonymisation are to be examined and assessed regularly 
(focus on data sovereignty). 

  Establish a register for smart contracts  
for the energy industry

  As digitisation progresses, the importance of smart con-
tracts is increasing for the energy industry as well. However, 
the translation of contractual relationships into digital lan-
guage is not the sole domain of blockchain technology. A 
register which lists contractual relationships within the en-
ergy industry and hence simultaneously serves as a starting 
point for a system is a first step for conducting a discussion 
on which relationships can be converted into an automat-
ed, self-executing contract. The creation of such a platform 
should be performed by an independent institution, be free-
ly accessible, and the entries should be permanently viewed, 
rated, discussed and commented.

Recommended courses of action

Listed in the following are the most important recommended 
courses of action for policymakers, the energy industry, and the 
blockchain scene:

  Take into consideration the study findings in the  
blockchain strategy by the Federal Government

  The potential of blockchain technology was also document-
ed at a political level via inclusion in various parts of the coa-
lition agreement. For example, in the Federal Government’s 
“Shaping digitisation” implementation strategy, a compre-
hensive blockchain strategy has been announced for sum-
mer 2019. The goal is to define suitable regulatory frame-
works for the technology and crypto assets in order to boost 
potential and avoid misuse.4 For a discussion of further steps 
for applications in the energy sector, the partner network of 
the study proposal and the findings of the study provide a 
great deal of expertise which should be comprehensively in-
tegrated into the planning of the subsequent steps.

  Set up working group with translation function  
for political decision-makers

  The blockchain is developing rapidly and stands for a new 
form of digital data services which will successively gain sig-
nificance over the coming decades. Worldwide, people are 
working on improving the technology and changes are a 
daily affair. Special designs, for example with an eye on the 
cryptological procedures for ensuring the secure and decen-
tralised handling of data, game theory structures for sus-
tainable development for the decentralised operation of the 
blockchain, or also questions regarding the interoperability 
of various blockchains are highly complicated and require a 
translation function for political decision-makers. With the 
goal of translating the developments for policymakers, a 
working group should be constituted which compiles regu-
lar reports with a view to possible applications in the ener-
gy industry and provides information regarding the current 
progress of blockchain technology.

8



  Research the significance of the technology  
for the acceptance of the energy transition

  With blockchain technology, a decentralised form of digital 
services with the ability to transmit value in the digital do-
main is gaining in importance. In this case, the decentral-
ly organised, technical and mathematical trust function re-
places central trust and control entities, thereby generally 
supporting the idea of participation, a key success criterion 
of the energy transition. The overarching importance of de-
centralised trust and control instruments for the acceptance 
of the energy transition should therefore be examined in a 
study proposal or a market test in order to address possible 
economic effects of the technology as well.

  Establish a “blockchain lab” for pilot projects
  The core findings of this study also include the fact that the 

next step will increasingly lead towards the actual imple-
mentation of blockchain technology. Policymakers should, 
in cooperative agreement with stakeholders from the ener-
gy industry, promote a broad-based trial of the still young 
technology for applications in the energy sector in order to 
test its potential under real-world conditions. For this pur-
pose, the findings of this study are to serve as a starting 
point, based on which a number of selected and particular-
ly promising use cases are implemented in a blockchain lab, 
and in particular also allowing the systemic efficiency gains 
resulting from a combination of different use cases to be re-
searched. Such a pilot laboratory could also be used in par-
allel for additional digital core topics such as artificial intelli-
gence for the energy industry.
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stages of the energy industry need to be integrated (e.g. 
“Trade and allocation of grid capacities (electricity)” (use 
case 9) or “Termination and switching suppliers (electricity)” 
(use case 6)).

 Working out detailed planning and  
clarifying technical requirements
Furthermore, the technological requirements of the planned 
application are to be clarified in detail in order to be able to 
perform a cost estimate for the proposal. In this case, a ho-
listic procedure should be used to map the entire informa-
tion chain “end-to-end”. This includes all hardware and soft-
ware components such as crypto chips, oracle services, da-
tabase systems etc. in order to ensure secure data transfer 
between the physical and the virtual world. Furthermore, 
blockchain-specific technical requirements such as the re-
quired transaction speed, the security level, the selection of 
the node procedure etc. are to be described in detail for the 
selected use case. Particularly use cases with a mandatory 
hardware component (such as the use case “Registration of 
installations in the core market data register (MaStR)” (use 
case 3), in which crypto chips are used), could pose technical 
challenges for the user. In the use cases “Energy services for 
buildings & industrial processes (maintenance)” (use case 2), 
“P2P trading between customers of an electricity supplier” 
(use case 8) and “Landlord-to-tenant electricity supply” (use 
case 10), on the other hand, the technological maturity as 
well as the number of suitable blockchain solutions are ex-
tremely high, which means that a great number of the tech-
nical requirements for pilot projects are fulfilled for these 
use cases. 

 Define the governance, consensus mechanism  
and incentive system
Important aspects which should be defined by the consor-
tium early on involve the governance structure, the consen-
sus mechanism, as well as the incentive system of the se-
lected blockchain solution. Particularly with regard to ener-
gy consumption and the associated sustainable acceptance 
of the use case, the selection of an appropriate incentive 
system and consensus mechanism (proof of work, proof of 
stake, proof of authority) is decisive. Governance structures 
should be determined early on and as detailed as possible in 
consensus with all involved parties of a consortium, as they 
are indispensable for the smooth operation of the block-
chain application, and retroactive adaptations may be prob-
lematic depending on the nature of the selected blockchain. 
Particularly for use cases with a large number of stakehold-

The following checklist aims to show users of blockchain tech-
nology in the energy sector which steps need to be taken in 
order to utilise the technology to create added value as well as 
to test the potential of the use cases operatively. The individual 
points should not be viewed as a linear sequence, as the carry-
ing out of pilot projects always has a recursive and explorative 
character. 

 Validate the added value and unique selling point  
of a particular use of the blockchain
Many applications today require multiple exchanges of in-
formation. In an increasingly globally networked world, in 
which in some cases unknown identities and/or automated 
entities communicate with each other, an information pro-
tocol such as blockchain technology with its core proper-
ties of security, immutability, transparency, robustness and 
multi-stakeholder participation is gaining in importance.

To this end, it must first be examined in various variants and 
with the use of business development tools whether the re-
quirements of the special use case correspond to the core 
properties of blockchain technology and whether this con-
stitutes a specific added value and/or allows a business 
model to be built on it. If this is not the case, alternative 
technologies should be taken into consideration. 

 Define pilot projects and  
form interest-based communities
Pilot projects for the application of blockchain technology 
in the energy sector are particularly promising when stra-
tegic partnerships from the three sectors of politics, econo-
my (technology companies, companies from the energy in-
dustry, as well as industry) and science are formed. After a 
plausible inspection of alternative technologies concludes 
that blockchain technology is the optimal solution for the 
desired use case, the next step is to build consortia with the 
same shared ideas and similar interests and to define the 
framework for the pilot project (use case, targets, duration, 
financing, assignment of roles, participation etc.). Because 
blockchain technology usually operates across value cre-
ation stages, open approaches during the constitution of the 
consortia are recommended. For use cases whose operation 
is dependent on only a few stakeholders with main respon-
sibility (e.g. “Congestion management in electricity distribu-
tion grids (e-mobility)” (use case 1), whereby the main duty 
lies with the distribution system operator), the formation 
of a consortium should be easier than for use cases where 
a large number of stakeholders from various value creation 

Checklist for blockchain in the integrated energy transition
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ers from various value creation stages of the energy industry 
and differing realms of interest, it is important to define the 
governance structures early on. The identification of a suit-
able incentive system mainly affects use cases with a strong 
market element as well as the integration of the end users 
via token systems, as described in the use cases “Congestion 
management in electricity distribution grids (e-mobility)” 
(use case 1) and “Shared investments in the case of external 
landlord-to-tenant electricity supply” (use case 11). 

 Review regulatory environment and take it into account
In order to not endanger the rollout and scaling of the use 
case, the regulatory environment of the selected use case 
should be carefully reviewed. Blockchain applications for 
the energy industry are affected by multiple regulatory as-
pects at the same time: data protection laws, data security 
laws, as well as energy laws. Similarly, in many applications 
involving token solutions, financial laws also play an import-
ant role. On all levels, preventive action should be taken in 
these cases, as many aspects need to be compared with cur-
rent provisions and dictate to a great extent the implemen-
tation of the use case. Of the use cases examined, the two 
cases of the application group data management (“Registra-
tion of installations in the core market data register (MaStR)” 
(use case 3) and “Certificates of origin” (use case 4)) pose  
the greatest regulatory challenges for users, as they are 
 affected by various statutory regulations and national stand-
ards would need to be significantly modified in order to 
commission these use cases with the aid of blockchain tech-
nology. The use case “Energy services for buildings & indus-
trial processes (maintenance)” (use case 2), on the other 
hand, is mostly unproblematic from a regulatory standpoint.

 Perform execution planning and secure resources
This step includes all tasks which are necessary for the ac-
tual implementation of the planned blockchain application. 
Based on the previously clarified technical requirements as 
well as the economic and regulatory review, a detailed list-
ing of the planned implementation steps and the required 
technology is generated in order to successfully carry out 
the project. The timely budgeting and securing of personnel 
with the ability to implement the project on the blockchain 
front and the provision of programming capacity for the es-
tablishment of smart contracts are also of great importance.

Generally, it can be said that sweeping statements on the me-
aningfulness of blockchain technology in the energy sector are 
not constructive. The use cases selected in this study estab-
lish model use cases, based on which their potential users are 
shown the technical, economic and regulatory aspects of block-
chain technology in greater detail and are offered the option of 
compiling the suitable use case (or a variant of the same) and/
or a combination of different use cases to suit their own needs.  

11
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sibility requirements) also makes it clear that the technical re-
quirements of the respective use cases are fulfilled by the block-
chain to what are sometimes highly varying degrees. A detailed 
examination of each individual use case is therefore of overar-
ching importance (cf. also chapter 3 and the technical report in 
Part B).

products which can be used directly by users are practically 
non-existent. Developers and staff members with an affinity 
for programming, however, find it exceedingly easy, quick, and 
straightforward to get started with blockchain technology. In the 
case of public and/or open source blockchains, this is also facili-
tated by the fact that no licensing costs need to be paid.

Technical findings

The following figure shows the largely positive technical assess-
ment of the 11 use cases. The appraisal of the suitability of the 
blockchain technology based on a wide range of criteria (unique 
selling point, technological maturity, number of suitable solu-
tions, status of trials, switching costs and fulfilment of respon-

Scalable blockchains suitable for the masses in the works
Widespread implementation of blockchain technology is cur-
rently hindered by the fact that the use of the technology is still 
comparatively complex and that there is rarely good documen-
tation available. Correspondingly, blockchain technology today 
continues to have the predominant status of an “expert technol-
ogy” at an early developmental stage. Mature and standardised 

The star rating shown per use case describes the degree of fulfilment of technical requirements  
on a scale of 1 (very low) to 5 (very high). It is based on the weighted rating of the six criteria at the  
centre of the figure.
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6 A distinction is to be made here between the German iMSys and general AMI systems as well as alternative meters and gateway solutions.
7 An oracle in the context of blockchain technology and the use of smart contracts is an agent that finds and verifies incidents in the real world and transmits 

them securely to the blockchain, which are then used by smart contracts (data integrity).

tures, transaction processing times and the interaction with 
other information systems and the physical world, e.g. oracle 
services. However, technological adaptations to regulatory re-
quirements such as the EU GDPR or territorial laws in the EU are 
also progressing at breakneck pace.

If the requirements of the use case exceed those set out for the 
originally selected technology partner and their blockchain solu-
tion and/or if additional use cases need to be developed, switch-
ing to a different blockchain may be advantageous. The parallel 
emergence of numerous blockchains may facilitate the switch, 
thereby reducing switching costs. Generally, it applies that the 
switching costs for open source blockchains are comparatively 
low, especially since the core technology is continually evolving. 
What is critical in this context and/or currently still unresolved 
are challenges related to the migration of datasets when switch-
ing blockchains. The development of standards could be helpful 
in this case, where attention should also be paid to ensuring that 
necessary innovations are not inhibited or even prevented. The 
character of the blockchain as an enabling technology is becom-
ing increasingly apparent. A private cryptonetwork and/or one 
with restricted access and a fixed, small number of applications 
is unable to afford these network effects per se. 

Cryptonetworks are diversifying
Current pilot and demonstration projects in the energy indus-
try mostly use either the public smart contract platform Ethere-
um or the Hyperledger Fabric Framework. The main advantag-
es of Ethereum lie in the fact that it is a large ecosystem which 
is stable, open and open source. However, this also results in 
disadvantages in the form of a relatively low transaction speed 
and sparse, incomplete documentation. The Hyperledger Fabric 
Framework offers the advantage of making it easier for compa-
nies to get started with good documentation, for one. The Ener-
gy Web Foundation is promising a possible “third” way for the 
energy industry: its blockchain is not generally access-restrict-
ed, and at the same time it solves the typical governance prob-
lem for open blockchains in that validation takes place via what 
are called “authority nodes” according to rules set by the foun-
dation, and which are therefore verifiable. In this manner, expe-
riences of a technical and regulatory nature from suppliers all 
over the world flow into the network, while generic “apps” such 
as those for certificates of origin are freely available. 

Technical development is currently supplying an entire range 
of “new” and additional smart contract platforms which prom-
ise to overcome the existing disadvantages of Ethereum. The 
number of transactions per second is to be increased, scalabili-
ty made possible, costs and energy consumption reduced, and 
data protection ensured (cf. also chapter 2).

The technology is currently in the development stage on its way 
towards technical maturity. Interfaces to other information sys-
tems are getting significantly better and initial tendencies to-
wards standardisation can also be observed: one example of this 
is the collaboration between the Enterprise Ethereum Alliance 
and Hyperledger, which promises a significant boost for block-
chain applications in the corporate world. “Blockchain as a ser-
vice” offerings from established companies such as Amazon, IBM 
and SAP also promote the further development of the technol-
ogy as well as its adaptation in the energy industry. The Energy 
Web Foundation and its technology partners Parity Technologies 
and Slock.it are also working on a solution for the energy indus-
try that is suitable for the masses. All in all, there is a great deal 
of activity across sectors.

Hardware basis necessary for comprehensive  
blockchain implementation
The use cases examined in this study show that to date, it is only 
in a few cases that applications have been stalled by technolog-
ical maturity and the associated requirements for speed, scal-
ability etc. Instead, what plays a decisive role is that the neces-
sary hardware for the large-scale collection of data is in many 
cases not yet available and/or not configured so that the data 
is directly transmitted to the blockchain such that the overall 
added value of the technology implementation is realised. For 
the majority of use cases examined, digital electricity meters and 
the associated databases are a significant prerequisite for im-
plementation. The delayed smart meter rollout in Germany has 
therefore also proven to be an obstacle for the short-term prolif-
eration of the technology. 

Stronger focus on background services in the future
Many “connecting pieces” between blockchains and tradition-
al information systems are still missing today. Database appli-
cations such as oracle services are a prime example, as e.g. the 
triggering of a smart contract via a load profile measurement 
also requires the secure origin, transmission and immutabili-
ty of the measured value. Many of these missing services (busi-
ness-to-business (B2B) as well as business-to-consumer (B2C)) 
promise high procedural added value as compared to typical 
end user applications, which on the contrary require less do-
main knowledge and hence appear to be easier to implement at 
first glance. Furthermore, a number of technical problems and 
regulatory challenges also do not apply for background services.

A wide variety of offerings — rapid  
technological developments expected
The core elements of the blockchain technology itself are sub-
ject to continued development at a remarkable speed. This ap-
plies in particular to consensus mechanisms, governance struc-
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the use of blockchains does indeed offer economic potential in 
a number of cases, while a relatively small amount of econom-
ic benefit is attested for other use cases. In this case, reading the 
detailed analyses in chapter 3 and in particular in the economic 
report in Part B would be a worthwhile choice.

Economic findings

The economic benefits of the blockchain (micro-economic/busi-
ness economic and macro-economic/economic) are very differ-
ent depending on the use case. As shown in the following figure, 

The star rating shown per use case describes the degree of economic benefit on a scale of 1 (very low) 
to 5 (very high). It is based on the weighted rating of the three micro- and macroeconomic criteria at 
the centre of the figure.
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switching suppliers makes clear — with 900 distribution system 
operators communicating with potentially almost 1,000 electric-
ity suppliers, whereby almost every stakeholder uses a different 
system. Adaptations made necessary by law lead to high costs as 
well as generally to labour-intensive rework in the case of erro-
neous switching processes. By saving the data in a decentralised 
information system, the trust-related costs can be significantly 
reduced, whereby alternative technologies may also be used for 
this purpose.

But the “promise of automation and trust” is only a first step in 
this case. Above all, significant added value arises from the ma-
jority of the use cases via the interaction and/or the realisation 
of additional blockchain use cases. 

Rise in strategic benefits 
The use of blockchain technology also offers strategic advan-
tages for companies. Blockchain technology frequently plays 
the role of an enabler, in that it directly increases the benefits of 
smart metering and other IT innovations for companies. When 
a company experiments with blockchain technology, various 
future-oriented aspects are addressed in parallel. As such, the 
learning and trying out of blockchain technology conveys ap-
proaches and builds expertise which open up entirely different 
levels of the business world than are currently used in the digital 
space. In addition to significant process optimisations achieved 
over the medium term which promise micro-economic financial 
net effects, basic security technology principles are also devel-
oped, understood and implemented, which occupy a position 
that deserves to be highlighted, particularly in the energy indus-
try. The handling of data flows, regardless of whether in a busi-
ness-to-business context or in a business-to-consumer context, 
is entirely re-evaluated via the documentation-enabled charac-
ter of the technology, in addition unleashing massive value cre-
ation in information management. 

Instead of focusing solely on reducing costs, the emphasis from 
the very beginning should also be on the ability of the technol-
ogy to increase the quality of information, as the example of  
certificates of origin illustrates.

A good time to get on board for companies
For companies in the energy industry collecting initial expe-
rience with blockchain technology or who would like to initi-
ate pilot projects, the current point in time is a favourable one. 
Because no licensing fees need to be paid for the use of open 
blockchains, the costs of a trial today are comparatively low 
when considering the personnel costs to be invested. Transac-
tion costs to be budgeted for the validation of information on 
the blockchain, on the other hand, are not insignificant for pub-
lic blockchains and transaction-intensive use cases. In this case, 
test networks which are sufficient for testing the application are 
a good idea.

The initial situation for available collaborative partners from the 
blockchain scene is currently also considered to be favourable. 
Because the competition for suitable specialists from the IT sec-
tor has already become a critical factor for successful company 
development in most industries, the energy industry currently 
has a rather favourable starting point which holds a particular 
attractiveness for the scene and counts a number of start-ups in 
Europe among its own.

Efficiency and effectiveness increasing, added-value 
approaches on the rise
Blockchain technology has the potential to reduce running costs 
in companies as via automation effects and process optimisa-
tions, as well as transaction costs, i.e. the costs of using the mar-
ket, via network effects (among others). Since cryptonetworks 
are genuine networking technologies, there are currently indica-
tions of greater utilisation of the market. However, it is not just 
services which users previously created themselves that are pro-
cured via the market. Instead, it is the emerging peer-to-peer 
marketplaces that are particularly ready to compete with exist-
ing platform strategies of large internet companies and combine 
public goods and/or network effects in a modified form within 
the framework of company strategies. As such, certificates of ori-
gin via blockchains become more valuable the more participants 
a cryptonetwork has. At the same time, however, no central plat-
form operator is necessary to offer the service “guarantee of ori-
gin” more or less as a monopoly.

The energy industry of today exhibits additional automation 
potential as well as space for trust-building solutions in many 
areas. In cases where such potential has not yet been leveraged, 
this leads to friction and unnecessary costs, as the example of 
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ter as an example, this would mean that the responsibility for 
the feed-in and discharging of EEG facilities into the distribution 
grid can be mapped via the utilisation. By linking it with block-
chain technology, such a register could document the existence 
of an installation via the use of a crypto chip and register it in an 
automated process. A spontaneous switch between market seg-
ments, e.g. from owner consumption to the spot market, which 
can currently take several weeks, would also be possible. As a re-
sult, balancing groups could also be made smaller, trading win-
dows made significantly shorter, and the utilisation of the grid 
could be planned using real-time data. All these steps would 
lead to a higher economic efficiency as well as a higher efficiency 
of the overall system.

For public goods such as electricity or gas grids, blockchain tech-
nology could help to create new forms of financing. Infrastruc-
ture development could be financed via tokenisation in the fu-
ture and subsequently be allocated directly via usage by directly 
offsetting usage and production via work tokens. 

High documentary accuracy and increasing participation  
in the energy transition
The status quo of the energy policy pay-as-you-go systems is 
being discussed: today's grid fees and electricity consumption 
prices only insufficiently reflect bottlenecks in grids or the scar-
city on the wholesale market. Via an exact documentation of 
the location- and time-specific production and consumption in-
formation with the aid of blockchain technology, these systems 
could be designed more effectively. It is then the task of policy-
makers to decide which distribution instruments can be imple-
mented. These redistribution instruments could also be realised 
with the aid of tokenisation. 

Lower market entry barriers also have a positive effect on the 
participation of residents with regard to the energy transition. As 
such, the “trust layer” of blockchain technology could e.g. sig-
nificantly increase the acceptance of the energy transition for 
guarantees of origin by allowing for the simple and secure verifi-
cation of how high the gross value creation of the electricity gen-
erated in RES installations on site is — i.e. how much value creat-
ed in EUR does not leave the local community, but remains with-
in it. The general possibility for increasing data sovereignty also 
functions in much the same way.

The value of state and control information will also increase 
greatly over the coming years for the energy industry and play a 
significant role for successful business models. Whether block-
chain technology will be the only information protocol which 
expediently, cost-effectively, and securely functions as a verifi-
cation register is unlikely, but it is likely that the blockchain will 
play a significant role and the principle itself will have a strong 
influence.

Falling market entry barriers 
For the energy transition and the integration towards a high-fre-
quency real-time energy industry, it is becoming increasingly ap-
parent how the blockchain enabling technology and its charac-
teristics interact with other technologies and IT innovations and 
how they depend on each other. A large number of synergy ef-
fects exist here.

Generally, it can be said that the reduction of transaction costs, 
which were recorded in all use cases examined, will significant-
ly facilitate market entry for small RES producers as well as con-
sumers on the whole. On the one hand, this means that an in-
crease in the percentage of renewable energy in the energy mix 
can be expected. The increase in the number of market partic-
ipants will also result in greater trading activity, as the market 
will become divided into smaller sections and act with a higher 
frequency. An increase in the overall efficiency of the system can 
be expected from this. In turn, both can also lead to a reduction 
in emissions.

In addition to low economic market entry barriers and increased 
competitive intensity, the use of blockchain technology can also 
result in decisive new degrees of freedom for the design of the 
market. Drawing on the use case of the core market data regis-
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the one hand, this is due to the fact that different legal fields and 
regulations are affected. On the other hand, the regulations — 
whether positive or negative — have varying degrees of influence 
on the respective use cases (for details, cf. also chapter 3 and the 
regulatory report in Part B).

Regulatory findings

The regulatory evaluation, in particular based on the detailed 
analysis of data security, data protection and energy laws, also 
yielded highly differing results depending on the use case. On 

The star rating shown per use case describes the regulatory influence on a scale of 1 (decisive)  
to 5 (not significant). A decisive influence, however, is not to be equated directly with a negative  
regulatory environment. The star rating is based on an analysis of the three legal fields indicated  
in the centre of the figure.

17



Regulation (GDPR) across the company and serve as evidence of 
compliance with requirements is recommended.

In order to not endanger the innovation potential of blockchain 
technology on the whole, lawmakers will need to reduce the 
right of deletion for complex and decentrally organised IT archi-
tectures in favour of a right to sufficient protective measures, in 
particular pseudonymisation. Yet, blockchain technology gen-
erally aims to strengthen consumers' sovereignty over their own 
data. To date, the data protection principles do not correspond 
to the idea of decentralised data management.

In the case of non-personal data, the European Union is already 
taking one step further towards a digital internal market. How-
ever, the legal framework does not fully live up to the signifi-
cance of decentralised data management.

Range of application for smart contracts is determined by 
the circumstances
The use of a platform purely for data storage does not consti-
tute a contract with other users of equal ranking at a horizontal 
level. These findings apply to all possible basic blockchain mod-
els. Smart contracts can be used for applications in the energy 
industry where classic contracts are too slow and too expensive. 
In cases where formal requirements cannot be represented in 
the blockchain, a corresponding smart contract would be null 
and void in accordance with Section 125 of the Civil Code (BGB). 
However, this does not hinder the option of using smart con-
tracts in the energy industry, as classic contracts which need to 
fulfil formal requirements can be mirrored in the blockchain via 
smart contracts. 

Decentralised and blockchain-based electricity trading is 
highly dependent on metering infrastructure
A completely decentralised application of trade models based 
on blockchain still appears unfeasible in light of the existing 
legal framework. For this purpose, it must be possible for the 
blockchain network customer to balance accounts and per-
form invoicing based on meter counter readings in accordance 
with Section 12(4) of the Electricity Network Access Ordinance 
(StromNZV), as is already provided for in the case of “variable 
tariffs”. For this, the determination of the feed-in and consump-
tion behaviour with intelligent measurement systems accord-
ing to the Metering Point Operation Law (MsbG) is a prerequisite. 
To this extent, a smart meter rollout and an application of the 
blockchain are mutually dependent.

Regulatory case-specific assessment required
In order to be able to use the technology as a driver of innova-
tion in Germany and Europe, it is more legal certainty and clar-
ity that the affected companies require more than anything. As 
blockchain technology is only in its infancy in the energy indus-
try, the application of the current regulatory framework leads to 
numerous issues with regard to interpretation. Generally, it can 
be said that the use of blockchain technology is certainly also 
possible in the energy sector, as long as it operates according to 
the rules of energy laws. Furthermore, the legal assessment of 
the use of blockchain technology requires a case-by-case eval-
uation. 

Further development of data protection principles with 
regard to decentralisation and the digital internal market
In the interpretation of compliance with data protection regu-
lations, a distinction must generally be made between public 
and private blockchains. In the case of a private (permissioned) 
blockchain, users are usually known, as they were previous-
ly identified during registration. Accordingly, the Telemedia Act 
(TMG), Federal Data Protection Act (BDSG) and/or the General 
Data Protection Regulation (GDPR) apply to the full extent.

Blockchain technology and the right to be forgotten are antago-
nists. If the right to deletion is taken seriously in its current form, 
the use of blockchain technology in a wide range of areas is only 
conceivable in a manner that violates its basic principles: de-
signs that make it possible to delete data at a later point in time 
severely limit the particular trustworthiness and completeness 
of the transactions processed via the blockchain. Although it is 
possible to implement an existing deletion obligation for com-
pleted transactions in a manner that preserves functionality per 
se (called pruning), the data subject has a very small chance of 
actually enforcing their rights effectively. This applies in partic-
ular to non-restricted blockchains with decentralised responsi-
bility. 

The fulcrum of potential blockchain-based data collection in the 
energy industry in the future will be the smart meter gateway, 
as it allows for a secure representation and/or verification of as-
sets to take place. For companies in the energy industry, the im-
plementation of the blockchain also involves the establishment 
of effective data protection management and an evaluation of 
existing data processing procedures. Furthermore, the develop-
ment of internal company guidelines and concepts which define 
the handling of data according to the General Data Protection 
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Financial regulation as an additional necessary field of 
development
Although blockchains are significantly more established in the fi-
nancial sector than in the energy sector, there is still a great deal 
of uncertainty in this area regarding the legal and regulatory cat-
egorisation. This is already shown by the fact that it is still uncer-
tain whether cryptocurrencies or share tokens are to be consid-
ered as financial instruments at all under trade law.

 ■ Cryptocurrencies as means of payment  
or currency units  
A categorisation of cryptocurrencies as means of payment or 
currency units is currently not under consideration. Block-
chain-based means of payment are also not “money”, as 
they are neither objective cash nor claim-based deposit 
money, and also not considered e-money as defined in Sec-
tion 2(2) of the Electronic Money Directive (E-Geld-Richt-
linie). The relevant regulatory provisions therefore do not 
apply. It also does not (yet) qualify to be categorised as a(no-
ther) financial instrument. However, centrally administered 
virtual currencies may be viewed differently (in some cases, 
they may be considered “intangible assets”).

 ■ Tokens as securities  
It can be assumed that digitisation will soon also extend to 
the issuing of securities and the property of securitisation 
will decline in importance, and/or that securitisation will no 
longer require a paper copy in the future. Lawmakers need 
to take action here too. This regulatory regime that has yet 
to be created will then also apply equally to digitised securi-
ties as well as tokenised rights and claims.

 ■ Laws governing payment transactions  
The legal framework for the payment transactions of today 
is completely tailored to the legal relationships between the 
classic agents (sender, recipient and intermediaries, e.g. 
banks). In order to enable transactions to be processed via 
blockchain technology, a fundamental review of the basics 
of the payment transaction system by lawmakers is there-
fore necessary.

 ■ Money laundering  
In light of the European Banking Federation’s recommen-
dation in 2014 to audit trade platforms according to the EU 
money laundering directive, the relevant regulations will 
also need to be taken into consideration for corresponding 
blockchain applications in the energy sector.
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Blockchain in the
integrated energy transition

8 German Coordination Office of the IPCC (2018).
9 Die Zeit (2018).

Worldwide climate targets 

This quote comes from the autumn of 2018 as a reaction to the 
previously published special report of the Intergovernmental 
Panel on Climate Change (IPCC), which summarises recommen-
dations from all leading scientists in the field of climatology 
around the world.8 The special report was adopted by 195 mem-
ber states and came to the conclusion that a rapid cross-sec-
toral restructuring of the world economy is necessary in order to 
achieve the 1.5 degree goal, whilst also demonstrating that it is 
both technically and economically feasible. The costs of the re-
structuring are estimated at 2.1 trillion euros worldwide up to 
the year 2035.9 This is an enormous challenge which needs to be 
approached directly and consistently across its entire breadth, 
particularly in the energy industry.

 
The energy transition is not an end in itself

The energy transition in Germany as well as worldwide is there-
fore a necessity, driven primarily by the need to halt climate 
change and simultaneously search for solutions without any  
nuclear energy production, and hence eliminate the associ ated 
risks for mankind. These two objectives are accompanied by 
what are primarily social and economic motivators: 1. To drive 

1

“ 
Today the world’s leading 

scientific experts collectively 
reinforced what Mother Nature 
has made clear — that we need 
to undergo an urgent and rapid 

transformation to a global clean 
energy economy. The Paris 

Agreement was monumental, 
but we must now go further, 

ratchet up commitments and 
develop solutions that meet the 

scale of the climate crisis. „
 

Al Gore on the IPCC Special Report  
on Global Warming
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10 Stern, N. (2007).

progress, 2. Generate growth, and 3. Ensuring security of ener-
gy supply and social justice for future generations as well. These 
different dimensions are weighted differently by various stake-
holders and countries, such that there is generally less disagree-
ment regarding the actual objective of climate preservation than 
regarding the available instruments, time frames, and paths.10

Germany's energy transition, which was launched in 2000 with 
the Renewable Energy Sources Act (EEG), has for many years 
now also included the shutting down of nuclear power plants 
and a decarbonisation strategy. While the withdrawal from nu-
clear power by the year 2022, which was initiated in 2011, is al-
ready a done deal, there was recently intensive wrangling in the 
Coal Commission for the withdrawal from coal-based power. In 
addition, the energy transition also has a number of major issues 
to grapple with: the expansion and restructuring of the power 
grid, the integration of individual sectors, the transport transi-
tion, as well as the increased use of alternative energy  sources, 
referred to as synthetic fuels or power fuels. All of the issues  
previously mentioned illustrate the complexity of the necessary 
transformation of the energy system.

 
Digitisation is helping the energy industry  
to change 

In the battle against climate change, digitisation is seen as a 
global beacon of hope in the 21st century, and one that offers 
new technical possibilities for dealing with climate change.  
Overall, the energy sector is developing from what is primarily 
a strongly commodity-based business into a client and service- 
oriented, broad-footed industry. Data is ubiquitous and hence 
plays an increasingly significant role in this context as well. 
Whether it is in future models for a better utilisation of existing 
grids, for plant control and remote maintenance in the produc-
tion and consumption sector, for the development of e-mobil-
ity and the associated charging concepts, in energy trading, or 
in the service sector for end consumers — without the digital ex-
change of information, the transformation of the energy system 
would come to a halt and hence be all but unimaginable. 

Because information and its practical application form the basis 
of all economic development and scientific progress, the — in 
some cases disruptive — upheaval in certain industries over the 
past 10 to 20 years can be explained and to a great extent traced 
back to digitisation. In the past, the energy industry appears to 
have been shielded for the most part from a similarly radical up-
heaval for various reasons. However, major changes can now 
also be felt in this industry as well. Sectors are growing closer 
due to digitisation, business models are being developed in the 
value added chain, and stakeholders from outside the sector are 
showing increasing interest in the energy industry. 

For the successful transformation of the global energy system, 
the great complexity of this changing system will initially result 
in a wide range of opportunities. Individual companies active in 
the energy sector can emerge as winners if they consistently and 
boldly take on the challenges that will emerge as a result.
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11 Der Tagesspiegel (2018).

Increasing requirements for digitisation

Data plays an immensely important role in the digital energy 
sector, but at the same time poses new challenges. In order to 
ensure the security of the digitally supported energy supply of 
tomorrow in the future, data protection and data security re-
quirements must be fulfilled, ranging from the collection of the 
data, its use and storage, to its disclosure and processing. 

While globally active internet conglomerates have shown strong 
growth over the past 10 to 15 years — among other things be-
cause the handling of personal data has been relatively unregu-
lated at the international level — a new legal framework has now 
emerged in this context. The General Data Protection Regulation 
(GDPR), which entered into force on 25th May 2018, and applies 
to the entire EU, as well as the discussions regarding digital taxes 
could already be an indication that the flow of data between 
commercially active stakeholders will be more traceable in the 
future, and that value creation based on unclarified data use will 
become more difficult.  
 
It appears that digitisation is also moving on from its initial 
phase. New terms such as the platform economy, data sover-
eignty, digital twin, blockchain, and artificial intelligence are re-
ceiving extensive news coverage. Search engines, online shops, 
and big data on the other hand, are mentioned with decreasing 
frequency.

With the changes described above, the requirements placed on 
the quality of data exchange are increasing significantly. Data 
quantities and transfer speeds pose great challenges for infra-
structure operators. Particularly in light of Germany's deficien-
cies in international comparisons where fast internet coverage is 
concerned, it is not only the digital scene which sees grave con-
sequences for the overall economy.11 In addition, the increas-
ing interlinkage between all sectors of the energy industry has 

resulted in demands for a higher security level associated with 
the data transfer. In order to operate the integrated energy sup-
ply system at the same consistently high level in the future, new 
concepts for ensuring data and IT security for the energy indus-
try will be of vital importance. This is where the fledgling block-
chain technology comes in.

The energy industry as a testing zone for block-
chain technology

Information systems of a decentralised nature, distributed ledg-
er technologies (DLT) in general, or specifically blockchain tech-
nology, could play an important role in all industry sectors in the 
future. The reason for this is simple:  in order to provide a back-
bone for the documentation of data with intrinsic value in an 
increasingly decentralised energy sector, technologies are re-
quired which will be able to support this technically. Therefore, 
in addition to existing centralised systems, alternatives which 
appear more suitable for the intended decentralised purpose 
in a particular use case are becoming increasingly important. 
These technologies are at the beginning of their development. 
After the initial hype surrounding the use of the blockchain, a 
certain amount of disillusionment has now set in. On the one 
hand, this is due to the fact that the blockchain has been fre-
quently reduced to the cryptocurrency Bitcoin. After a dizzying 
rise in the price of this cryptocurrency at the beginning of 2018, 
it has now fallen sharply. The energy consumption of individ-
ual blockchains, which in some cases can be extremely high, also 
raises the issue of the plausibility for the entire technology — 
particularly in the energy industry (whether this is justified de-
pends to a great deal on what the consensus may be). Further-
more, there is a certain impatience spreading across sectors 
which is demanding prototype testing before solutions are set 
loose in the real-world economy.

Because it is currently undergoing a transition, the energy in-
dustry is providing an impression of being an ideal test field for 
experimentation. This makes the significance of the secure han-
dling of information appear especially relevant, particularly in 
light of the importance of security of supply in the energy sys-
tem. The fact that the energy industry has evolved at a slightly 
slower pace than other industries to date and that blockchain 
technology is still in its initial stages could lead to a kindred part-
nership forming, in which implementations are tested together 
step by step in highly controlled environments while fulfilling ex-
tremely high demands with regard to reliability.
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The present study provides a case-related 
 assessment of the blockchain in the integrated 
energy transition

In order to evaluate the actual development and the probable 
diffusion paths of blockchain technology in the energy industry, 
a case-related examination is absolutely necessary.  An assess-
ment of the applications must take place based on the current 
level of maturity of blockchain technology, the competitive situa-
tion, the prospects it offers for business and the whole econo-
my, and the regulatory environment. The present study pursues 
precisely this objective. For this purpose, 11 use cases were ana-
lysed according to the principle described below. The detailed 
 assessment findings of all use cases are summarised in chapter 3.

Technical

 ■ Unique position
 ■ Technological maturity
 ■ Switching costs
 ■  etc.

Economic

 ■ Microeconomic financial 
 benefits

 ■ Microeconomic strategic 
 benefits

 ■  Welfare effects

Regulatory

 ■ Influence of existing 
 regulatory framework on  
the implementability of 
blockchain applications

Blockchain in the integrated energy transition

 ■ Examination of 11 use cases along the value creation network of the energy industry
 ■  Standardised rating of the opportunities and risks of the use cases
 ■  Compilation of and agreement on recommended courses of action
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Blockchain technology: 
status quo and development 
prospects

Ten years after the publication of the Bitcoin white paper12, the 
original protocol of the Bitcoin blockchain has developed into 
numerous variants, new concepts, and countless applications in 
various industry sectors. The blockchain field is attracting an in-
creasing number of software developers and experts special ising 
in distributed systems, cryptography, game theory, programming 
languages, economics, as well as many other disciplines. This 
rapidly growing number has in turn led to more new pro tocols 
and applications on a global scale, such that there now exists a 
highly differentiated developmental landscape which interacts 
in a wide variety of ways.13 Hence, industries such as the energy 
sector, which would like to examine the added value of block-
chain applications, are initially faced with the challenge of  
determining the blockchain technologies that are available 
today, and the functions they offer.

With the heterogeneous phenomenon of the blockchain and the 
rapid ongoing development of the core technologies in mind, a 
few basic terms will be explained in the first step. In this section, 
distributed ledger technologies, blockchains, and cryptonet-
works will first be differentiated, and the significance of tokens, 
coins, and smart contracts as well their functioning modes will 
be explained. This will be followed by a short presentation of the 
development prospects of blockchain technology in the form of 
a store of value, smart contract platforms, and marketplaces for 
the decentralised exchange of value and services.  

Finally, in the technical report in Part B, various properties of 
different blockchain technologies will be compared and their 
technological maturity determined. For a general introduction 
on how blockchains work, please refer to the relevant and now 
comprehensive body of literature.14

Basics and organisational principles

Distributed ledger technologies, blockchains, and  
cryptonetworks
The development of blockchain technology is proceeding at a 
breakneck pace, and the associated terms and definitions are 
still evolving. This is comparable to the situation in the 90s, 
when there were long and intensive disputes regarding the 
 correct way to refer to the phenomenon called the internet.  
For one, there was a lack of agreement regarding whether the  
internet actually existed, or if one should instead have spoken  
of “internets”.15 The following definitions and delineations are 
the product of a comparable transitional phase and hence  
only reflect an understanding of the terms which prevail at the 
current point in time.

12 Nakamoto, S. (2009).
13 The market capitalisation of cryptonetworks in 2018 has fallen greatly as compared to 2017. At the same time, the activity, measured in participants and 

transactions, developers, ecosystems etc. has continued to grow markedly.  Cf. Lubin, J. (2018) for an overview by the Ethereum co-founder and ConsenSys 
founder. 

14 Recommended introductions include e.g. BDEW (2017) and BDEW (2018). Another easy-to-understand introduction which subsequently delves into the details 
is from Merz, M. (2019). In particular, explanations of the technological concepts can be found on the BlockchainHub website, cf. also BlockchainHub (2018).

15 Overall, intranets, on which the TCP/IP network protocols were used for non-public company networks, were in widespread use for a considerable period of 
time.  
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Distributed ledger technologies (DLT) allow networked com-
puters to find a consensus regarding the sequence of transac-
tions performed, to save this state, and to continually update 
it.16 In this manner, the transaction databases allow for data to 
be administered without a central platform. Individual comput-
ers of the network (called nodes) save, share, and synchronise 
the transactions based on their own latest copies of the data-
base. 

A blockchain is the most prominent variant of a distributed 
ledger technology. In this case, a continuously expandable list 
of datasets (blocks) are linked to each other via cryptograph-
ic procedures. Because not all distributed ledger technologies 
are based on the linking of blocks as an ordering principle, it is 
correct to say that every blockchain is a distributed ledger tech-
nology, but not every distributed ledger technology is a block-
chain.17

Over the past few years, companies have tested blockchain  
solutions, during which they have restricted participation (by 
restricting read and write permissions) and assigned members 
of a consortium or a legal unit of the same company the role of 
the validator of transactions. In order to differentiate them from 
publicly accessible blockchains, these company blockchains are 
therefore frequently called DLTs. However, there exists no clear 
definitional distinction between blockchains and DLTs to date. 

Cryptonetworks can be defined as a unit composed of a distri-
buted ledger technology and an incentive structure which is 
specified in the DLT protocol (i.e. the software). The intrinsic pur-
pose of cryptonetworks is the collaborative provision of digital 
services. Tokens (digitally guaranteed rights) constitute the in-
centive structure defined in the protocol, and are therefore vital 
for the operation of cryptonetworks. Correspondingly, the Bit-
coin cryptonetwork consists of (a) a specific blockchain and (b) 
an incentive structure defined in the protocol for achieving con-

sensus.18 The service provided is the store of value and/or the 
transfer of money and/or Bitcoins. A number of distributed led-
ger technologies currently in use within and between companies 
do without incentive structures and/or the use of tokens.

The Bitcoin protocol can be viewed as a coordination instru-
ment which precisely controls the behaviour of a large number 
of users without utilising a central hierarchy.19 In a hierarchical 
solution as is commonly encountered in a company, on the other 
hand, Bitcoin would instead need to organise the validation of 
the transactions centrally via mining processes.20 It is at least 
questionable whether such coordination processes including  
rewards would be able to take place as smoothly and efficiently 
as they would with the decentralised Bitcoin protocol. For years, 
this has provided sufficient incentives for many stake holders 
worldwide in order to achieve exactly the desired behaviour 
and result. One other example is the coordination of capital via 
 cryptonetworks (called Initial Coin Offerings — ICOs). These  
ICOs have been described as the most rapid and efficient form 
of capital coordination to date since the invention of money: In 
2017, the address of a cryptocurrency (account) was published 
on various websites, and within seconds hundreds of millions of 
dollars had been raised.21

The terms distributed ledger technology, blockchain, and  
cryptonetwork cannot currently be distinguished from each 
other without contradiction, as previously explained. Further-
more, the use of the term distributed ledger technology (DLT) 
is not very convenient, such that expert articles, newspapers, 
blogs, and white papers frequently utilise blockchain and DLT 
synonymously.

16 BaFin (2016).
17 An example of the aforementioned DLT is IOTA with the concept of a Tangle as an alternative consensus mechanism (Directed Acyclic Graphs — DAGs).  

Other variants of DLTs include Hashgraph or Holochain, which utilise gossip protocols.
18 In the case of the cryptonetwork Bitcoin, system-compliant positive behaviour is rewarded via the assignment of units of the currency  

Bitcoin to network participants who solve the cryptographic puzzle (mining). 
19 Cf. Olaf Carlson-Wee, founder and CEO of Polychain Capital, in a16z-Podcast (2017).
20 In the case of blockchains such as Bitcoin or Ethereum, mining refers to the creation of blocks via the solving of complex cryptographic tasks. 

Cf. the detailed explanation in e.g. BDEW (2017).
21 Cf. Olaf Carlson-Wee, founder and CEO of Polychain Capital, in a16z-Podcast (2017).

This chapter was authored by Prof. Dr. Jens Strüker.
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Smart contracts 
Smart contracts supplement the storage layer of blockchains 
such as Bitcoin with a functional transaction layer which trig-
gers autonomous actions such as payments, data transfers, or 
the storage and/or documenting of a procedure/result. Because 
they take place within a blockchain, the same stringent proper-
ties apply to them with regard to immutability and stability.

The Bitcoin blockchain utilises its validation function not just 
for each individual transaction, but also for multi-stage transac-
tions such as multisignature (multisig):22 Multiple participants 
make deposits to an account and only when the sum exceeds a 
defined limit value does the transfer of the total amount to the 
specified recipient address take place. Subsequent evolutions of 
the Bitcoin blockchain such as the cryptonetwork Ethereum, on 
the other hand, do not limit themselves to the validation of indi-
vidual data elements.23 They utilise if-then relationships which 
are written in the code and which are executed and monitored in 
the blockchain: these are called smart contracts.24 Their auto-
mated execution aims to reduce transaction costs and ensure a 
higher contractual security, as subsequent actions which devi-
ate from what was agreed upon are rendered impossible or high-
ly difficult.25 

In this case, the application logic is encapsulated such that it 
can be executed on a blockchain.26 Accordingly, the running of 
programs is on the one hand verifiable and the execution of the 
program code cannot be prevented via conventional attacks: al-
though the code logic for smart contracts is available centrally, 
it is stored decentralised in copies. Hence, smart contracts can-
not be removed from the majority of all blockchain nodes. This 
is the primary subsequent content-based modification to the 
original use of the term smart contract in the context of network 
transactions.27 One example scenario is the automated trans-
fer of ownership and the payment of goods between a supplier 
and a buyer. As soon as the software installed on both comput-
ers sends the signal that the digital payment has been made via 

cryptocurrency and/or a digitally guaranteed promise of pay-
ment has been made, the proof of ownership is simultaneously 
transferred. Another example of these forms of programmable 
money is making payment for a rental car using a token which is 
also used to activate the engine. 

A number of smart contract platforms such as Ethereum charge 
a fee for the execution of code, which in the case of Ethereum is 
called gas. Once the smart contract has been executed, the gas 
is transferred to the miner and deducted from the account which 
initiated the procedure. Gas is a sub-unit of an Ether (ETH) and 
equal to a nanoether. It is defined as one billionth of an Ether 
(i.e. when 1 ETH = EUR 1,000, 1 gas = 0.0001 cents). The pricing of 
the service “Execution of a smart contract” not only provides in-
centives for miners, but in particular is also an effective form of 
protection against spam attacks. In much the same way, a neg-
ligible price for the sending of e-mails would likely immediately 
end the phenomenon of mass e-mails.

22 Wiki Bitcoin (2017).
23 Merz, M. (2019).
24 Other smart contract platforms avoid the term smart contract and speak instead of e.g. a “chaincode” (cf. Hyperledger Fabric).
25 Cf. detailed explanation in BDEW (2017).
26 For clear, detailed examples, please refer to chapter 3 of Merz, M. (2019).
27 Nick Szabo, N. (1996).
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Coins and tokens
Up until now, the terms token and coin have not been used in 
a standardised fashion.28 At times, tokens and coins are used 
as synonyms and called cryptocurrencies. On the other hand, 
there are also those who make an explicit distinction between 
the terms. In this case, coins (also called altcoins) are defined as 
digital money which constitutes a store of value. Coins are there-
fore exchangeable, divisible, can be held, and constitute a limit-
ed good (limited supply).29 Apart from their function as money, 
coins initially play no other role. Hence, they are always con-
nected to a public blockchain; i.e. anyone can participate in the 
network, and there are no admission restrictions. Bitcoin is the 
most prominent example of coins.

In contrast to coins, tokens generally operate on a blockchain 
which offers smart contracts and/or decentralised applications. 
They can be defined as a specific digitally guaranteed right 
which may represent asset values, securities, an ownership or 
profit claim, but also voting rights and admission tickets.30 To-
kens may also exhibit payment functions, but their ability to be 
exchanged, as is the case with digital money, is not the main 
focus. This is comparable to a concert ticket, which cannot be 
used for payment in a restaurant. Furthermore, a coin can be 
used to acquire a token, but not the other way around.

Tokens are currently more numerous than coins, as they are sig-
nificantly easier to generate. For one, not a single line of new 
code needs to be written or adapted for the generation of a 
token. It is sufficient to use a standard template from platforms 
such as Ethereum. In this case, a token is generated in just a few 
steps. Furthermore, the standard templates also allow for a cer-
tain degree of interoperability, such that various tokens can be 
stored in a (digital) wallet. 

What is called a usage token (also called a “utility” token) first 
needs to be procured, which is required in order to utilise a digi-
tal service.31 Bitcoin is the most well-known usage token. Its 
ownership is necessary in order to store and transfer money.  

The service used is the Bitcoin network.32 In this case, the value 
of the token is inextricably linked in the long term to the utility 
which the digital service creates as demand grows, as well as its 
scar city as a resource. Against this there is purely speculative  
demand, where people simply bet on being able to sell a token 
at a higher price at a later point in time. 

Ownership of a work token, on the other hand, grants the abil-
ity to perform a certain form of work, i.e. a service for a decen-
tralised organisation such as a cryptonetwork. This work is then 
rewarded. One example of this form of reward is the consensus 
mechanism proof of stake.33 Proof of stake eliminates the artifi-
cial computing cost for the generation of the hash value for the 
validation of a block. For Bitcoin, this solving of the puzzle (min-
ing) is a necessary component of the validation of transactions 
(cf. proof of work34). Instead, proof of stake allows a number of 
computers to be randomly chosen from all participating com-
puters for the validation of the block and/or the transactions 
they contain. These computers then generate only a hash value, 
for which they receive a monetary reward. The probability of 
being chosen increases with growing ownership of the currency 
immanent to the blockchain. 

The trustworthiness of the validated node is ensured via the 
deposition of a stake (monetary pledge). The cryptonetwork 
Ethereum will switch from the consensus mechanism proof of 
work to proof of stake.35 Users will then need to own Ether in 
order to execute smart contracts. At the same time, the owner-
ship of Ether will make it possible to earn the fees for the trans-
action validation. Ether will then be both a usage as well as a 
work token. Other examples of work tokens are the reputation 
token in the cryptonetwork Augur36 or the governance token in 
Zero X (0x)37. In the latter case, the work is the governance itself.

28 Cf. also the classification by Euler, T. (2018).
29 For a delineation of the differences, cf. e.g. Bonpay (2018).
30 World Bank Group (2017).
31 Tokens can also represent non-digital asset values such as real estate. However, their digital representation is technically identical with that of other digitally 

guaranteed rights (tokens).
32 Cf. Nick Tomaino, founder and General Partner of 1confirmation, in a16z-Podcast (2018).
33 Cf. explanation of proof of stake in the glossary in BDEW (2017).
34 In this case, all computers participating in the network compete in a trial and error procedure to solve an algorithmic puzzle, whereby the winner generates the 

hash value and hence the next block, for which he receives a reward in the underlying digital currency. 
35 Poon, J.; Buterin, V. (2017).
36 Augur (2019).
37 0xproject (2019).

This chapter was authored by Prof. Dr. Jens Strüker.
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From stores of value to smart contract  
platforms and marketplaces for the  
decentralised exchange of value and services

The purpose of cryptonetworks is to provide digital services. 
Correspondingly, in the following, cryptonetworks will be divide d 
up in a simplified fashion into the three categories store of value, 
smart contract platforms, and marketplaces for the decentral-
ised exchange of value and services. The overarching goal is not 
so much a detailed representation of their complex diversity, as 
a working out of the relevant development tendencies for users 
in the energy industry. 

The difference between company cryptonetworks with restrict-
ed access (private, permissioned) and cryptonetworks with no 
access restrictions (public, permissionless), over which a pas-
sionate discussion is still ongoing38, shall not be considered at 
this point for the categorisation. Generally, it applies that from a 
corporate perspective in 2019, private cryptonetworks can offer 
significant advantages over public cryptonetworks, above all 
through their higher scalability, the guaranteeing of data protec-
tion, and their lower energy consumption. In Part B, the distinc-
tions and different properties will be explained in detail. How-
ever, for the categorisation of cryptonetworks, the digital services 
offered must be the focus. If blockchain technologies are used 
primarily for the optimisation of existing internal and external 
company processes, companies run the risk of losing sight of the 
network effects of cryptonetworks as the basis for what is pos-
sibly a new class of applications.39 The network effects are seen 
as being so significant because they are exactly what made com-
puter networks so powerful already back during the internet- 
intranet development in the 90s.

Public cryptonetworks can be accessed by anyone and hence 
promise higher numbers of users by definition; i.e. a higher num-
ber of transactions and hence more powerful network effects. 
Furthermore, if public cryptonetworks are also available as open 
source software which can be freely copied and modified, the 
number of developers is potentially also significantly greater 
than is the case with company networks. In entirely closed net-
works, the network effects are negligible. Hence, if public cryp-
tonetworks were to become scalable and able to ensure data 
protection in compliance with the GDPR, private cryptonetworks 
will very likely become unattractive for companies in the near fu-
ture, as was the case for intranets. 

In the meantime, interoperable company cryptonetworks, 
i.e. those that are able to interact with public cryptonetworks 
(called hybrid company networks) might increase network ef-
fects in a targeted fashion. One such active endeavour to be 
mentioned here is the Energy Web Chain of the Energy Web 
Foundation, which combines the advantages of both worlds (at 
the current time). The foundation combines public access in the 
form of an open source approach as well as Ethereum compat-
ibility from the public blockchain world with authority nodes 
(proof of authority) and clear responsibility for compliance with 
the regulatory framework (governance) from the private block-
chain world.40

38  For the keywords DLT versus blockchain, compare the corresponding articles on medium.com and the debates on twitter.com.
39  a16zcrypto (2019).
40  EWF (2018).
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Stores of value
For the very first time, the cryptonetwork Bitcoin showcased the 
possibility of a secure database distributed across thousands 
of computers and which manages without a central controlling 
 authority that verifies data authenticity. At the same time, an in-
centive structure is implemented in the protocol, according to 
which the work for managing the distributed database (mining) 
is rewarded with smaller, increasingly scarce Bitcoin payments. 
The technical novelty over existing database systems is, on the 
one hand, that agreement regarding the state of the distributed 
network can be achieved without the role of a responsible party. 
Secondly, it demonstrates a method by which participants can 
be compensated for helping to make the service and/or the en-
tire network more valuable by providing a service (mining), with-
out utilising classic salary payments or shares in a company. 
Both these features have set the conditions for Bitcoin's ability 
to be a functioning and scaling crypto store of value as well as a 
medium of exchange and payment. Specifically, the multiple use 
of tokens (called double-spending) is effectively prevented while 
at the same time ensuring the upscaling of the decentralised ser-
vice. Over the past few years, numerous other cryptocurrencies 
have also emerged.41 

Cryptocurrencies are seen as being of great importance for the 
continued development of the internet economy, because there 
exists no native or built-in internet currency to date. Further-
more, the business models of large internet platforms such as 
Google, Facebook, Twitter or Snapchat are almost complete-
ly financed through advertising.42 For example, the ad revenue 
of the largest media company worldwide, Google Alphabet, ac-
counted for 87% of its total revenue of 90 billion US dollars in 
2016.43 At Facebook, this figure was even higher at 95% in 2015.44 
Other successful models such as Spotify or Netflix are subscrip-
tion-based.45 Transaction-based business models, on the other 
hand — above all micro-transactions in this case — promise 
enormous economic potential that remains hitherto untapped.46 
The video games industry is an exception here and recorded a 
micropayment volume of 50 billion US dollars in 2017.47 How-
ever, for music, creative writing, and the making of videos, there 
exist no widespread solutions to date, and hence only marginal 
revenues have been raised. Compared to platform operators, the 
copyright holders of works participate only to a small extent in 
value creation.

The integration of a growing number and smaller market players 
into the energy markets and the collection of payments at pub-
lic and private e-charging stations constitute great economic 
potential for cryptocurrencies. Microtransactions in the energy 
industry often cannot be processed economically with today's 
information systems.48 The new version of the Renewable Ener-
gy Directive dated November 2018 stipulates that prosumers are 
not to fall under the definition of a supplier in European or nati-
onal contexts up to a certain delivery quantity. This will likely re-
sult in energy collectives with highly frequent billing cycles for 
very small deliveries and consumption quantities.

41 Cf. the overview under Coinmarketcap (2019).
42 Evans, B. (2018).
43 United States Securities and Exchange Commission (2016).
44 Webb, R. (2017).
45 Among the largest Chinese internet companies such as Tencent, advertising makes up a significantly smaller portion of revenue as compared to US companies.
46 Cf. Chris Dixon, General Partner of Andreessen Horowitz, in a16z-Podcast (2018). According to Benedict Evans, the advertising revenue of  

US internet companies accounts for 3 % of GDP, cf. Evans, B. (2018).
47 Cf. Chris Dixon, General Partner of Andreessen Horowitz, in a16z-Podcast (2018).
48 One example for high transaction costs as compared to the value of the transaction are the ongoing trade transactions that need to be conducted and 

invoiced in the cases where landlords supply tenants with sub-metered electricity. Blockchain technology is considered highly suitable for the handling of 
microtransactions, cf. FfE (2018).

Ignoring  
crypto currencies  

is like ignoring the  
Internet in 1993.

Benedict Evans, venture capitalist and general 
partner of Andreessen Horowitz (A16Z)

This chapter was authored by Prof. Dr. Jens Strüker.
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Smart contract platforms
The major conceptional development of the Bitcoin blockchain 
has been the introduction of smart contract platforms such 
as Ethereum.49 In terms of market capitalisation and the num-
ber of software developers working with it, the public and free-
ly accessible blockchain Ethereum is by far the most important 
 cryptonetwork upon which smart contracts can be executed.50 
 Ethereum smart contracts are small programs which are up-
loaded to the blockchain. The program code is additional con-
tent belonging to the transaction, and the actual execution takes 
place via the Ethereum Virtual Machine.51 For an Ethereum appli-
cation, the logic is integrated into a graphical website interface 
via which users can interact.52 This combination of front end and 
smart contract is called a distributed application (dApp). 

The blockchain properties such as immutability, availability, 
and the lack of need for trust with the smart contract are there-
fore hidden behind an interface familiar to users.53 Using these 
modules, software components such as application-specific 
currencies54, digital rights of disposal55, open financial instru-
ments56 or software-based organisations57 can be constructed.58 
Over the past years, these components have in turn been used 
to further develop new infrastructures and applications such as 
decentralised data storage facilities or blockchain-based iden-
tity authentication.59 Overall, there exist numerous smart con-
tract platforms today which in certain cases differ markedly from 
the Ethereum network in terms of their consensus mechanisms, 
governance approaches, and a range of additional criteria.

Public smart contract platforms also create a different starting 
point for software developers and entrepreneurs: if applications 
are developed for a cryptonetwork, there is no fear of any sub-
sequent change to the rules of the game. Developers for cen-
tralised internet platforms such as Google, Apple, Facebook, or 

Amazon, on the other hand, are entirely dependent on the deci-
sions of these companies.60 A public blockchain is — depending 
on the consensus mechanism chosen — not per se free of ten-
dencies towards market concentration (cf. Part B). Hence, even 
in cryptonetworks, situations may still occur in which the vali-
dation of transactions lies in the hands of the few. In these cases, 
the rules of the game on the cryptonetwork may be changed. 
However, while the monopolisation of markets on the aforemen-
tioned internet platforms is based on the extraction of customer 
data as part of what is called a two-sided market61, there exist 
no comparable switching costs for users of cryptonetworks. The 
users do not cede their data rights to a platform operator, which 
means that they can always retain control over their data. Users 
of cryptonetworks therefore always have an exit option by sell-
ing their tokens or (as a means of last resort) performing a fork of 
the protocol. In such a fork, participants of the blockchain split 
off in order to use a blockchain of their own design parallel to the 
existing implementation.62

Furthermore, it is a basic principle of public cryptonetworks  
without access restrictions that users of a platform control the 
blockchain jointly via token ownership.63 Specifically, the crypto 
protocol incentivises network users to work together on the joint 
goals of network growth and increasing the value of the token. 

Almost all use cases from the energy industry use a smart con-
tract platform (cf. chapter 3). The processes in this case encom-
pass use cases ranging from programmable money and ancilla-
ry services for the electricity grid to the organisation of energy 
quantities and values in energy collectives.

49 For an overview, cf. e.g. GitHub (2019a).
50 Coinmarketcap (2019).
51 Merz, M. (2019).
52 Merz, M. (2019).
53 Merz, M. (2019).
54 Wikipedia (2019).
55 GitHub (2019b).
56 GitHub (2019c).
57 GitHub (2019d).
58 a16zcrypto (2019).
59 a16zcrypto (2019).
60 Dixon, C. (2018).
61 Huberman, G.; Leshno, J.; Moallemi, C. (2017).
62 A prominent example is the splitting up of Ethereum (ETH) and Ethereum Classic (ETC) after a hard fork due to the  

DAO hack in 2016. Cf. Falkon, S. (2017) and Biederbeck, M. (2016).
63 Mercatus Center (2018).
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Marketplaces for the decentralised exchange of value and  
services
We are currently experiencing a trend towards novel, decentral-
ised (peer-to-peer) marketplaces without intermediaries in the 
development of cryptonetworks.64 This also applies to crypto  
exchange networks such as Coinbase. To date, users of such net-
works have had to trust at least one crypto exchange network 
with their monetary assets in order to buy and sell currency. This 
resulted in the downside of centralised security architectures in 
the form of a single point of failure, i.e. a high risk of hacker at-
tacks. A decentralised marketplace, on the other hand, theoreti-
cally enables the trust-free exchange of digitalised content of all 
types. The only prerequisite for secure trade in this case is con-
trol over the private keys. 

The cryptonetwork Filecoin65 is an example of a peer-to-peer  
system with unlimited decentralisation, in which tokens are 
used to broker data storage between vendors and consumers. 
Technically, it should be possible to trade freely available stor-
age on computers of all types. Filecoin uses Ethereum and the 
IPFS protocol66. Filecoins can be earned by working on improve-
ments to the software as well as by providing hardware storage 
space.

Cryptonetworks
as stores of value

Bitcoin
Bitcoin Cash
Dash
Decred
Monero
Zcash
. . .

Decentralised exchange of 
value and services

   x
Attention Token
Civic
Filecoin
The Raiden Network
. . .

Smart contract  
platforms

Cardano
DFINITY
Energy Web Foundation
EOS
Ethereum
Kadena
NEO
Nervos CKB
. . .

Storage space as well as data transfer bandwidth and CPU/GPU 
cycles are traditionally marketed via merchants. Hence, apart 
from Filecoins for storage space, WiFi coins or Compute coins are 
conceivable. Similarly, many of the major Web 2.0 companies 
such as Twitter, Tumblr, Ebay or Uber could face serious compe-
tition from decentralised marketplaces.67 Promising concepts for 
marketplaces for the decentralised exchange of value and ser-
vices are the IOTA Data Marketplace68, DataBrokerDAO69, and the 
OCEAN BigChainDB protocol.70 Cryptonetworks are also promis-
ing for the implementation of prognosis markets such as Augur, 
as they make it possible to overcome the existing impediments 
of global security and the enforcing of ownership rights, the im-
mediate and complete processing of micropayments, as well as 
the setting of incentives and participation.71 

Marketplaces for the decentralised exchange of value and ser-
vic es promise to fill a significant gap in the transformation of the 
energy system. In an energy system with an increasing number 
of stakeholders and devices as well as small-scale energy con-
sumption and deliveries, the flexible, secure, and economic ex-
change of data is an indispensable prerequisite for its ability to 
function. 

The following diagram provides an overview of the three catego-
ries of cryptonetworks with corresponding examples. 

64 Cf. Olaf Carlson-Wee, founder and CEO of Polychain Capital, in a16z-Podcast (2017).
65 Filecoin (2019).
66 IPFS (2019).
67 a16z-Podcast (2017).
68 Sønstebø, D. (2017).
69 DataBroker DAO (2018).
70 Oceanprotocol (2019).
71 Augur (2019), cf. also Chris Dixon, General Partner of Andreessen Horowitz, in a16z-Podcast (2018).
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Assessment of blockchain  
applications in the energy  
industry

3

In the context of the present study, 11 selected blockchain ap-
plications (use cases) in the energy industry were examined and 
assessed with regard to their technical, economic and regula tory 
maturity and feasibility. The use cases are assigned to five ap-
plication groups which, on the one hand, serve to improve clas-
sification and, on the other hand, illustrate the diversity of the 
considered blockchain applications across value networks. The 
following figure provides an overview of the use cases and their 
application groups.
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72 A decisive influence receives a one-star rating. If the influence is not significant, it receives a five-star rating. The rating is not normative, i.e. a high rating is not 
necessarily positive or even conducive and, conversely, a low rating is not necessarily negative or even a hindrance to the use case.

73 The individual quantitative evaluation results (technical, economic, regulatory) were deliberately not translated into an overall evaluation per use case. Otherwise — and 
especially against the background of the different geographical frameworks of the two expert opinions (technical-economic: international; regulatory: German-speaking 
area) — there would be the risk of an inadmissible simplification of a complex world of results.

The use cases referred to certainly do not cover every imagi-
nable blockchain application in the energy industry. Likewise, the 
majority of the use cases under consideration are conceivable in 
a range of different variants. However, the use cases examined 
in the context of the present study represent, in our opinion, a 
very good and comprehensive selection of the many imaginable 
blockchain applications in the energy industry. The use cases ex-
amined in the present study and their process chains were de-
fined and selected jointly and by mutual agreement in several 
working sessions by linking the expertise of the study partners 
and dena as well as with the expert support of the assessors. 

In this chapter, the use cases are described in detail and thus 
also differentiated from conceivable alternative variants. Using 
the defined process chains, the parties involved as well as the 
individual process steps of the use case are presented transpar-
ently. Parties with write permission in the ledger are highlighted 
in shades of grey.

The process chains in turn provide the basis for the technical, 
economic and regulatory assessment of the individual use cases:

 ■ The respective assessment results of the reports are sum-
marised quantitatively according to a five-star system. The 
rating is higher or lower depending on the degree to which 
technical requirements are fulfilled, what the economic ben-
efits are and how decisive the regulatory influence is on the 
use case72.

 ■ A short qualitative summary of the results of the technical, 
economic and regulatory analysis is then provided. Further-
more, the main results of the underlying assessment criteria 
are also presented graphically. 

For a detailed explanation of the respective technical, economic 
and regulatory assessments and their methodology, please refer 
to the full report in Part B.
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(electricity)

Financing & 
tokenisation

Application groups 
and their
use cases

Congestion management 
in electricity distribution 

grids (e-mobility)

Energy services for 
buildings & industrial 

processes (maintenance)

Registration of 
installations in the 
core market data 
register (MaStR)

Certificates 
of origin

Billing of fees and 
reallocation 

charges (electricity)

Termination and 
switching suppliers 

(electricity)

Electricity wholesale 
trading (OTC)

P2P trading 
between customers 

of an electricity 
supplier

Landlord-to-tenant 
electricity supply

Trade and 
allocation of 

grid capacities 
(electricity)

Shared investments in 
the case of external 
landlord-to-tenant 

electricity supply
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Grid operator

Prosumer 1

Prosumer n

Smart contract

Blockchain/DLT

No

Yes

Determination of the 
threshold violation on 
the basis of forecasts/
transmitted schedules

Communication of 
change request in low-
voltage grid in time
period x

Assessment of offers 
in terms of problem 
solving

Red light: grid operator 
solves the problem 
(e.g. all regulated equally)

Prosumer registers regularly 
planned schedule (baseline)/
is a prerequisite for 
participation (or condition 
for charging box)

Negotiation of 
potential adjustments 
according to change 
request with one 
another

Flexibility is 
provided by each 
participant

Receives “payment” as 
measure of the grid benefit 
in the form of tokens

Difference between 
promised and measured 
triggers incentivisation 
or penalisation

Solution?

Prosumers report 
schedule adjustments 
as a result of negotia-
tions (promised)

Legend
     Write permissions in ledger availability
     No write permissions availability
     Process start/end

Representation in 
the blockchain

Representation in 
the blockchain

Representation in 
the blockchain

Conditions (which are used 
for incentivisation or 
penalisation) are set for 
time period x

Representation in 
the blockchain

Measured schedule is 
registered (measured)

Process chain

Application group: Asset management

Use Case 1: Congestion manage-
ment in electricity distribution 
grids (e-mobility)
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Grid operator

Prosumer 1

Prosumer n

Smart contract

Blockchain/DLT

No

Yes

Determination of the 
threshold violation on 
the basis of forecasts/
transmitted schedules

Communication of 
change request in low-
voltage grid in time
period x

Assessment of offers 
in terms of problem 
solving

Red light: grid operator 
solves the problem 
(e.g. all regulated equally)

Prosumer registers regularly 
planned schedule (baseline)/
is a prerequisite for 
participation (or condition 
for charging box)

Negotiation of 
potential adjustments 
according to change 
request with one 
another

Flexibility is 
provided by each 
participant

Receives “payment” as 
measure of the grid benefit 
in the form of tokens

Difference between 
promised and measured 
triggers incentivisation 
or penalisation

Solution?

Prosumers report 
schedule adjustments 
as a result of negotia-
tions (promised)

Legend
     Write permissions in ledger availability
     No write permissions availability
     Process start/end

Representation in 
the blockchain

Representation in 
the blockchain

Representation in 
the blockchain

Conditions (which are used 
for incentivisation or 
penalisation) are set for 
time period x

Representation in 
the blockchain

Measured schedule is 
registered (measured)

Process description

As electromobility and the connection of private charging boxes 
increase, local electrical grids are increasingly coming up against 
capacity limits. In particular, the simultaneity of charging pro-
cedures is becoming a challenge. Automated and digitally sup-
ported grid management by the distribution system operator 
is required. Blockchain-based congestion management at the 
distribution grid level supports the complex communication 
and cooperation of many stakeholders or assets with the aim of 
avoiding bottlenecks at the distribution grid level due to load 

shifting. Blockchain technology is used to store verifiably  
forecasted, adapted and actually measured load profiles  
(schedules). In addition to the execution and settlement of 
transactions, a token is used for offsetting. It stimulates  
behaviour beneficial to the grid in the form of flexibility  
and allows it to be quantified and billed at the same time.  
A corresponding digital infrastructure in the form of intelligent 
measuring systems (iMSys) is a prerequisite for this use case.
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The electricity distribution grid is a critical infrastructure, which 
means that public blockchains are eliminated for this use case. 
Privately operated copies of public blockchains, private block-
chains or public blockchains with responsible operators, on the 
other hand, are generally suitable. The requirement for the num-
ber of possible transactions per second is relatively low, since 
no real-time requirements apply due to the extensive lead time 
between tendering and execution. Today, scalability can be en-
sured by various available blockchain solutions. Reassessment 

is required in the event of the full inclusion of microdevices (pro-
duction and load). Tokens in the form of a pure accounting unit 
are sufficient for the use case and can be realised by means of 
a number of blockchain solutions. Overall, the genuine advan-
tages of a blockchain solution increase for the use case (a) with 
the number, heterogeneity and dynamism of the stakeholders, 
(b) with the frequency of the tender, and (c) with the interplay 
with other use cases (see Use Cases 3, 4, 5, 7, 8, 9 and 10). 

Technological 
maturity (B)

Number of 
suitable 
solutions (C)

Status of trials (D)

Switching costs (E)

Fulfilment of 
responsibility 
requirements (F)*

Unique selling point (A)

A – D, F: 
0 = not available, 1 = very low, 
2 = low, 3 = medium, 4 = high, 
5 = very high

E: 
0 = very high risk, 1 = high risk, 
2 = increased risk, 3 = medium risk, 
4 = low risk, 5 = no risk

* Requirements regarding responsibility 
   to execute transactions & operate the 
   blockchain

3.6

Assessment results

Degree of fulfilment of technical requirements One star = very low
Five stars = very high
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The blockchain-based coordination of demand management is 
a new tool to avoid grid congestion that reduces search, infor-
mation and implementation costs. Using a private blockchain 
makes it possible to monitor the complex operations through-
out the process in a cost-effective way. The automated storage 
of transactions also enables simple billing, which would not be 
practical manually. The remuneration option for household flex-
ibility resources in the form of tokens corresponds to a local mar-

Firstly, there is nothing wrong with measuring to what extent 
a grid customer is beneficial to the distribution grid. If this pa-
rameter (here: “number of tokens”) is to be used to calculate or 
reduce grid fees via the process of congestion management de-
scribed in regulation, energy law requirements (e.g. Section 13 
et seq. of the German Energy Industry Act [EnWG]) must be ob-
served and, if the tokens are converted directly into money, the 
financial supervisory regulations must also be observed (Sec-
tions 1 and 32 of the German Banking Act [KWG]). In the case of 

ket that can reduce potentially necessary procurement volumes 
in downstream flexibility markets and thus increase overall mar-
ket efficiency. Moreover, the involvement of households opens 
up the value of their activatable flexibility resources, thus reduc-
ing intrinsic market entry barriers for other uses of the resources. 
In addition, the use of battery storage in households as flexibility 
in congestion management promotes the integration of electro-
mobility as an emission-reducing technology.

a transfer with the involvement of a third party (such as with a 
platform), as well as in the case of money remittance (Section 1 
of the German Payment Services Supervision Act [ZAG]), a per-
mit is to be considered for the provision of payment services 
(Section 10 of the ZAG). Although the given framework of the 
EnWG does not pose a hindrance, it is rather complex and further 
regulations must be observed when paying with tokens; the use 
case is therefore rated “medium”.

3.0

not 
available

very low low medium high very
high

Microeconomic financial net effect

Welfare effects

Microeconomic strategic benefit

decisive influence 
on the use case

no significant influence 
on the use case

little 
influence

medium 
influence

strong 
influence

EnWG

StromNEV

StromNZV KWG

ZAG

4.2Economic benefits

Regulatory impact

One star = very low
Five stars = very high

One star = decisive
Five stars = not significant
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Energy service 
provider 1

Energy service 
provider n

Plant operator

Trigger

Smart contract

Maintenance needs 
are identified

Accepts order Service provider carries out 
the maintenance on site

Writes maintenance order 
to decentralised order book Validates transaction

Maintenance order Recorded on blockchain

Maintenance order is 
triggered by oracle Oracle confirms activity

Blockchain/DLT

Legend
     Write permissions in ledger availability
     No write permissions availability
     Process start/end

Process chain

Application group: Asset management

Use Case 2: Energy services  
for buildings and industrial 
processes (maintenance)

38



Energy service 
provider 1

Energy service 
provider n

Plant operator

Trigger

Smart contract

Maintenance needs 
are identified

Accepts order Service provider carries out 
the maintenance on site

Writes maintenance order 
to decentralised order book Validates transaction

Maintenance order Recorded on blockchain

Maintenance order is 
triggered by oracle Oracle confirms activity

Blockchain/DLT

Legend
     Write permissions in ledger availability
     No write permissions availability
     Process start/end

Process description

Various devices and systems in buildings require regular servic-
ing and maintenance. In addition to the central control system, 
this also affects heating, ventilation and air conditioning instal-
lation components such as boilers, cooling compressors, pumps 
and fans. The requirements regarding the frequency of main-

tenance and repair of equipment are correspondingly hetero-
geneous. In the use case, the servicing and maintenance  
activities of the service providers are stored in a blockchain,  
thus enabling traceability and accountability as well as direct 
linking between services and payments via smart contracts.

39



In the use case, the blockchain forms a standardised, innovative 
interface through which maintenance activities can be tracked 
and exchanged automatically between interaction partners 
in a verifiable and secure manner. The required trust between 
inter action partners is correspondingly low, which can only be 
achieved with significantly more effort if alternative technol-
ogies such as certified systems are used. Furthermore, service 
traceability and accountability can be directly linked to perfor-

mance and payment via the blockchain. The possibility of tech-
nical switching costs emerging (through the complication of 
data migration), as well as meeting the accountability require-
ments to execute transactions and operate the blockchain, de-
pends on the type of blockchain chosen: If a private blockchain 
is chosen, the risk is high. On the other hand, choosing a public 
blockchain poses no risk.

Technological 
maturity (B)

Number of 
suitable 
solutions (C)

Status of trials (D)

Switching costs (E)

Fulfilment of 
responsibility 
requirements (F)*

Unique selling point (A)

A – D, F: 
0 = not available, 1 = very low, 
2 = low, 3 = medium, 4 = high, 
5 = very high

E: 
0 = very high risk, 1 = high risk, 
2 = increased risk, 3 = medium risk, 
4 = low risk, 5 = no risk

* Requirements regarding responsibility 
   to execute transactions & operate the 
   blockchain

4.3

Assessment results

Degree of fulfilment of technical requirements One star = very low
Five stars = very high
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Requirements for servicing and maintenance processes are 
regu lated by the German Energy Savings Act (EnEG, Section 3) 
and the German Energy Saving Ordinance (EnEV, Section 11). 
Components with a significant impact on the efficiency of the 
installations must, therefore, be regularly serviced and main-
tained by the operator. This requires specialist expertise (= nec-
essary knowledge). With regard to the application of blockchain 
technology, it should be noted, particularly in the context of pri-
vate-sector maintenance processes, that the blockchain does 

not allow the subsequent alteration or deletion of transactions 
for security reasons. Therefore, smart contracts should always 
be designed in such a manner that they are less prone to dis-
putes, for instance. If personal data, such as those of a service 
technician, are included — as in each use case — the provisions 
of the GDPR (e.g. especially Article 17) must be observed. Essen-
tially, the market for energy services is not subject to much regu-
lation and the services are encouraged by law (German Energy 
Services Act [EDL-G]).

5.0

not 
available

very low low medium high very
high

Microeconomic 
strategic benefit

Microeconomic financial net effect

Welfare effects

decisive influence 
on the use case

no significant influence 
on the use case

little 
influence

medium 
influence

strong 
influence

EnEV

EnEG

EDL-G GDPR

The predictable financial savings effect (working time) for the 
automation of servicing and maintenance processes is high. 
Modern HVAC systems often already offer the option of using 
smart interfaces with manual verification routines. In this con-
text, however, it is important to ensure the data collection (data 
integrity) is secure so the tamper-proof handling of data in the 
blockchain is not endangered. Entrepreneurial strategic value 
results from data-based business models, which are made pos-
sible by verifiable machine running times that can be divided at 

a low cost. The data stored on the blockchain can also be used to 
process warranty services, i.e. in the event of deviations from de-
fined leeway, repayments are automatically triggered via smart 
contracts. Device usage data may be used and released at the 
discretion of the user for individual servicing or maintenance 
processes. The users retain full control over the use of the data, 
which strengthens the sovereignty over the user-related data of 
each citizen.

4.3Economic benefits

Regulatory impact

One star = very low
Five stars = very high

One star = decisive
Five stars = not significant
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Plant operator 1

DSO

Trigger

Smart contract

Opening of MaStR 
account initiated

Balancing group 
management

Creation of a facility 
(or unit) in the MaStR 
initiated

Entry of contact information, 
location data and company 
information

Linking of location information 
(SMGW ID) with technical facility 
data and technical assignments

Facility communicates core data, 
as well as SMGW ID/security module 
via SMGW to DSO

Does the installation have 
SMGW with full/light node?

No

No

Yes

Yes

Recorded as a market player 
with core market data number

Type I facility core 
data recorded

Type II facility core 
data recorded

Confirmation of the 
facility core data

Manual entry of facility core data 
(technical facility data and technical 
assignments)

...

Market communication

Search for flexibilities

Certification of 
guarantees of origin

Blockchain/DLT

Legend
     Write permissions in ledger availability
     No write permissions availability
     Process start/end

Process chain

Application group: Data management

Use Case 3: Registration of 
 installations in the core market 
data register (MaStR)
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Plant operator 1

DSO

Trigger

Smart contract

Opening of MaStR 
account initiated

Balancing group 
management

Creation of a facility 
(or unit) in the MaStR 
initiated

Entry of contact information, 
location data and company 
information

Linking of location information 
(SMGW ID) with technical facility 
data and technical assignments

Facility communicates core data, 
as well as SMGW ID/security module 
via SMGW to DSO

Does the installation have 
SMGW with full/light node?

No

No

Yes

Yes

Recorded as a market player 
with core market data number

Type I facility core 
data recorded

Type II facility core 
data recorded

Confirmation of the 
facility core data

Manual entry of facility core data 
(technical facility data and technical 
assignments)

...

Market communication

Search for flexibilities

Certification of 
guarantees of origin

Blockchain/DLT

Legend
     Write permissions in ledger availability
     No write permissions availability
     Process start/end

Process description

According to the German ordinance on the central  electronic  
directory of energy industry data, known as the Core Energy 
Market Data Register Ordinance (MaStRV), each electricity gen-
eration system (e.g. also small installations on a balcony), gas 
generation system and electricity storage system must be reg-
istered, whether it is connected to an electricity or gas grid di-
rectly or indirectly. This also applies to electricity consumption 
systems that are connected to a high or ultra-high voltage grid. 
The illustrated use of a blockchain for the digital administration 

of such a register instead of a conventional database promises 
semi-automated registration, management and selective provi-
sion of core market data. In particular, the connection of a smart 
meter gateway (SMGW) via the built-in crypto chip to the register 
of installations promises the secure authentication of installa-
tions that can be verified electronically at any time. For distribu-
tion system operators, some of the audit tasks assigned to them 
in accordance with the MaStRV are simplified. The SMGW be-
comes a participating computer in a blockchain network (node).
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Technological 
maturity (B)

Number of 
suitable 
solutions (C)

Status of trials (D)

Switching costs (E)

Fulfilment of 
responsibility 
requirements (F)*

Unique selling point (A)

The (partial) automation of registration is technically possible 
with other technologies. The special technological added value 
of blockchain technology lies in linking a device identification 
with a sovereign register of energy industry installations to a 
highly flexible, secure base trust layer for numerous existing and 
new energy industry services. Implementation experience in the 
energy industry is currently not available worldwide. In other in-

dustries, however, the principle of a trust anchor or the use of 
crypto chips is common. The German core market data register 
is already operational and the roll-out of smart meter gateways 
will start in 2019. Overall, the concrete requirements of this com-
plex overall system consisting of a register of installations, the 
smart meter gateway and a cryptonetwork are still largely un-
certain.

A – D, F: 
0 = not available, 1 = very low, 
2 = low, 3 = medium, 4 = high, 
5 = very high

E: 
0 = very high risk, 1 = high risk, 
2 = increased risk, 3 = medium risk, 
4 = low risk, 5 = no risk

* Requirements regarding responsibility 
   to execute transactions & operate the 
   blockchain

2.3

Assessment results

Degree of fulfilment of technical requirements One star = very low
Five stars = very high
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The Federal Network Agency (BNetzA) establishes and operates 
(Section 111e of the German Energy Industry Act [EnWG], Sec-
tion 6 of the German Renewable Energy Sources Act [EEG]) an 
“electronic directory with energy industry data” as a core market 
data register (MaStR). The automated transmission of core mar-
ket data via a smart meter gateway is fundamentally possible in 
compliance with the provisions of the German Metering Point 
Operation Law (MsbG). The use and processing of (also perso-
nal) data for the purpose of maintaining the register is allowed, 

but the regulations explicitly require a deletion of data (Sec-
tion 9 of the MaStRV, Section 63 of the MsbG). The market player 
may even transmit data and other information to the MaStR in 
writing/physically; forms which the BNetzA provides on request 
(Section 8 of the MaStRV) are used for this purpose. If a block-
chain is to be used as the technology substructure of a core mar-
ket data register, various statutory regulations would have to be 
observed and national standards would have to be significantly 
modified.

2.0

not 
available

very low low medium high very
high

Microeconomic financial net effect

Welfare effects

Microeconomic strategic benefit

decisive influence 
on the use case

no significant influence 
on the use case

little 
influence

medium 
influence

strong 
influence

EnWG

EEG

MsbG

MaStRV

For the (partially) automated registration process, blockchain 
technology is just one of the available options. The decisive fi-
nancial added value lies in the macroeconomic effect: The se-
cure authentication of systems, which can be verified electroni-
cally at any time, eliminates a major obstacle to the consistent 
automation of existing processes such as market communi-
cation, switching between market segments (self-generation/ 

consumption, balancing energy and spot markets) and balanc-
ing group management, and the emergence of new digital value- 
added services such as system-oriented guarantees of origin 
(green, local electricity) can be actively promoted. Overall, the 
potential impact on market entry barriers and market efficiency 
is highly positive. 

4.5Economic benefits

Regulatory impact

One star = very low
Five stars = very high

One star = decisive
Five stars = not significant
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Recorded as a market player 
with core market data number

Facility core data 
recorded

Agreement recorded 
(optional)

x origin tokens 
recorded

Plant operator

Consumer

DSO

MOP

Smart contract

Energy purchase 
agreement

Entry of contact information, 
location data and company 
information

Generation of x origin tokens 
(1000 kWh)

Consumer receives y (800 kWh) 
origin tokens

Entry of the facility core data 
(technical facility data and 
technical assignments)

Confirmation 
of the facility 
core data

Consumer consumed quantity y
in t (e.g. 800 kWh)

Facility generated quantity x 
in period t (e.g. 1000 kWh)

Yes

No

Blockchain/DLT

Opening of MaStR 
account initiated

Creation of a facility (or unit) 
in the MaStR initiated

Legend
     Write permissions in ledger availability
     No write permissions availability
     Process start/end

Process chain

Application group: Data management

Use Case 4:  
Certificates of origin
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Recorded as a market player 
with core market data number

Facility core data 
recorded

Agreement recorded 
(optional)

x origin tokens 
recorded

Plant operator

Consumer

DSO

MOP

Smart contract

Energy purchase 
agreement

Entry of contact information, 
location data and company 
information

Generation of x origin tokens 
(1000 kWh)

Consumer receives y (800 kWh) 
origin tokens

Entry of the facility core data 
(technical facility data and 
technical assignments)

Confirmation 
of the facility 
core data

Consumer consumed quantity y
in t (e.g. 800 kWh)

Facility generated quantity x 
in period t (e.g. 1000 kWh)

Yes

No

Blockchain/DLT

Opening of MaStR 
account initiated

Creation of a facility (or unit) 
in the MaStR initiated

Legend
     Write permissions in ledger availability
     No write permissions availability
     Process start/end

Process description

For electricity and gas customers today, the actual origin of the 
energy is untraceable and imprecise certificates established 
after the fact provide the only evidence. The use of blockchain 
technology for verifying the output, trading, tracking and collec-
tion of electricity or gas now enables end-to-end certification, 
and thus “installation-specific” evidence, for the first time. The 
use case is linked directly to the verifiable, blockchain-based 
 authentication using a core market data register, but it can also 

be imagined independently. After an installation is registered, an 
energy purchase is agreed with a consumer. After recording the 
concluded transaction on a blockchain, the quantities  generated 
and consumed are transferred from the responsible metering 
station operators in a smart contract. In this way, origin tokens 
are generated for the units generated by the registered installa-
tion and then transmitted to the consumer.
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Technological 
maturity (B)

Number of 
suitable 
solutions (C)

Status of trials (D)

Switching costs (E)

Fulfilment of 
responsibility 
requirements (F)*

Unique selling point (A)

Unlike other blockchain-based certificates of origin for electric-
ity and gas, the technically verifiable registration in a register of 
installations makes the individual energy-generating or consum-
ing installation the starting point of the verification chain in this 
use case. The high integration of this use case with the block-
chain-based register of installations (see Use Case 3) means that 

the availability of alternative technologies is very low. While a 
number of different blockchain technologies are suitable for 
the use case, the technological maturity of the corresponding 
 cryptonetworks still needs to be verified in terms of scalability 
and long-term mass suitability. This includes encrypted smart 
contracts.

A – D, F: 
0 = not available, 1 = very low, 
2 = low, 3 = medium, 4 = high, 
5 = very high

E: 
0 = very high risk, 1 = high risk, 
2 = increased risk, 3 = medium risk, 
4 = low risk, 5 = no risk

* Requirements regarding responsibility 
   to execute transactions & operate the 
   blockchain

3.8

Assessment results

Degree of fulfilment of technical requirements One star = very low
Five stars = very high

48



HkRNDV 2018 regulates the requirements for certificates of ori-
gin in Germany. In the process it describes, a differentiation 
must be made between the mandatory electricity labelling of 
the energy provider for the end customer (Section 42 of the 
 German Energy Industry Act [EnWG]), a direct certificate of  
origin for electricity from renewable energy sources (RES) or  
another certificate of origin (Section 3 of the EnWG). A suppli-
er may only label electricity as RES and present it as such on the 
electricity bill if it has also validated certificates of origin in the 

register of certificates of origin for the delivered quantity of RES 
electricity. This register is operated by the Federal Environment 
Agency (Section 7 of the German Renewable Energy Sources Act 
[EEV]) and the process follows the provisions of the HkRNDV. If 
a blockchain is to be used as a database for certificates of origin 
(in this case, also for the core market data register), a wide vari-
ety of statutory regulations would have to be observed and na-
tional standards would have to be significantly modified.

2.0

not 
available

very low low medium high very
high

Microeconomic financial net effect

Welfare effects

Microeconomic strategic benefit

decisive influence 
on the use case

no significant influence 
on the use case

little 
influence

medium 
influence

strong 
influence

HkRNDV MaStRV

EEG

EEV

MsbG

EnWG

In the use case, the use of blockchain technology significantly 
reduces the costs of creating certificates of origin. At the same 
time, strategic added value results from new processes and busi-
ness models based on the digital acquisition of information. The 
basis for this is easily divisible, immutable data on the location, 
time, installation, type, etc. This use case presents a great op-

portunity for energy providers to learn. The economic value lies 
in particular in the differentiability of products and thus in the 
possible increase in competitive intensity. However, the scalabil-
ity of the use case significantly depends on the availability of a 
digital metering infrastructure which, according to current plans, 
will not be available in Germany until 2032.

4.7Economic benefits

Regulatory impact

One star = very low
Five stars = very high

One star = decisive
Five stars = not significant
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Supplier

Grid operator  

Trigger

Creates bill Pays reallocation 
charges and fees

Determines reallocation 
charges and fees Validates

Checks billing and 
forwards relevant 
documents

Smart meter measures 
electricity customer’s 
consumption

Recorded in 
blockchain

Documentation
Blockchain/DLT

Legend
     Write permissions in ledger availability
     No write permissions availability
     Process start/end

Process chain

Application group: Market communication (electricity)

Use Case 5: Billing of fees  
and reallocation charges 
(electricity)
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Supplier

Grid operator  

Trigger

Creates bill Pays reallocation 
charges and fees

Determines reallocation 
charges and fees Validates

Checks billing and 
forwards relevant 
documents

Smart meter measures 
electricity customer’s 
consumption

Recorded in 
blockchain

Documentation
Blockchain/DLT

Legend
     Write permissions in ledger availability
     No write permissions availability
     Process start/end

Process description

Processes in the energy industry, such as the billing of fees and 
reallocation charges, require data exchange between various 
market players. In this use case, a customer’s consumption data 
is written to the blockchain via an intelligent metering system 
(smart meter gateway). An appropriate infrastructure is required 

in the use case. The supplier then draws up the invoice while the 
distribution system operator or the transmission system opera-
tor determines the amount of the reallocation charges and fees. 
After they are verified and transferred, the validated values are 
also written to the blockchain.
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Technological 
maturity (B)

Number of 
suitable 
solutions (C)

Status of trials (D)

Switching costs (E)

Fulfilment of 
responsibility 
requirements (F)*

Unique selling point (A)

Overall, a whole range of currently available cryptonetworks 
meet the technical requirements of the use case. The degree to 
which blockchain technology can be substituted by technologi-
cal alternatives in the use case decreases with an increasing 

number of suppliers, balancing group managers and distribution 
system operators, as well as the further integration of  smaller 
generating units and loads as active market participants.

A – D, F: 
0 = not available, 1 = very low, 
2 = low, 3 = medium, 4 = high, 
5 = very high

E: 
0 = very high risk, 1 = high risk, 
2 = increased risk, 3 = medium risk, 
4 = low risk, 5 = no risk

* Requirements regarding responsibility 
   to execute transactions & operate the 
   blockchain

3.3

Assessment results

Degree of fulfilment of technical requirements One star = very low
Five stars = very high
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Although a modern metering system (mMe), which becomes 
an intelligent metering system (iMSys, referred to as “smart 
meter” at this point in the process) via a smart meter gateway 
(SMGW), measures an end consumer’s consumption of electric-
ity, for each data transfer, the area of application of the German 
 Metering Point Operation Act (MsbG) is immediately broadened. 
The MsbG regulates, in particular, the handling of consumption 
data. In the process it entails, the electricity consumption data 

is stored directly on a blockchain. The MsbG (Section 19) only 
 allows technical systems and components for which the data 
processing, for instance, meets the requirements of the MsbG 
(Sections 21 and 22) for the processes. For the purposes of bill-
ing in the use case, both the DSO and the supplier are entitled to 
handle the data (Section 50 of the MsbG) in order to process the 
required data. The market processes (e.g. interim model, target 
model or MaBiS) must also be observed accordingly.

4.0

not 
available

very low low medium high very
high

Microeconomic 
financial net effect

Microeconomic 
strategic benefit

Welfare effects

decisive influence 
on the use case

no significant influence 
on the use case

little 
influence

medium 
influence

strong 
influence

GDPR

MsbG

The use of a blockchain to automate today’s billing processes 
for fees and reallocation charges promises certain cost savings 
in comparison to the status quo. However, there are alternatives 
that may cost less to implement and operate. Once dynamic and 

differentiated grid fees are collected, blockchain technologies 
can provide their genuine benefits. Blockchains are also finan-
cially attractive for billing e-mobility (roaming) charging pro-
cedures.

2.7Economic benefits

Regulatory impact

One star = very low
Five stars = very high

One star = decisive
Five stars = not significant
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Process chain

Application group: Market communication (electricity)

Use Case 6: Termination  
and switching suppliers 
(electricity)
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Smart contract

New supplier sends 
transaction (Tx) to 
smart contract
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customer of cancellation
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Validation with DSO

Smart contract 
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Validation with 
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Yes
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Recorded on 
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Recorded on 
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to switch
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Legend
     Write permissions in ledger availability
     No write permissions availability
     Process start/end

Process description

A change of electricity supplier in a liberalised energy market 
 requires an intensive exchange of information between market 
players. Market players’ various systems and manual process 
steps have hitherto prevented further process automation. The 
switch to a blockchain-based interaction between market par-
ticipants allows the process to be streamlined and reduces tech-

nology and media disruptions. In the use case, communication 
takes place specifically via smart contracts and the validation of 
the data is standardised. Registration by the supplier, deregistra-
tion by the supplier and deregistration by the grid operator due 
to decommissioning and deregistration requests are taken into 
account.
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The use of blockchain technology for switching suppliers is only 
conditionally advisable in the case of an unchanged, stable 
number of grid operators, electricity suppliers and electricity 
consumers willing to switch. Current database technologies per-
mit the cost-effective automation of the process to switch sup-

pliers. However, if the number of market participants and inter-
actions increases, or changes, then blockchains can utilise their 
unique technical selling point with regard to the immutability of 
entries, their secure exchange in a less reliable context and the 
increased quality of information.

Technological 
maturity (B)

Number of 
suitable 
solutions (C)

Status of trials (D)

Switching costs (E)

Fulfilment of 
responsibility 
requirements (F)*

Unique selling point (A)

A – D, F: 
0 = not available, 1 = very low, 
2 = low, 3 = medium, 4 = high, 
5 = very high

E: 
0 = very high risk, 1 = high risk, 
2 = increased risk, 3 = medium risk, 
4 = low risk, 5 = no risk

* Requirements regarding responsibility 
   to execute transactions & operate the 
   blockchain

3.7

Assessment results

Degree of fulfilment of technical requirements One star = very low
Five stars = very high

56



The legal basis of switching electricity suppliers, invoice process-
ing and the actual contract is mainly anchored in the German 
Energy Industry Act (EnWG) (Sections 20a, 40 and 41). The pro-
cesses to switch electricity suppliers are defined in detail by the 
Federal Network Agency (BNetzA). The GPKE determination is 
defined by the German Association of Energy and Water Indus-
tries (BDEW) in current process standards that are usual in the 
industry and formally provides for the EDIFACT data format. The 
use case described here is intended to substitute the “termina-

tion” process, which is reflected in the BDEW’s “basic processes”. 
Among other things, it should be noted that immediate confir-
mation of the new supplier and the date on which a delivery is 
possible is also required. According to the current legal situation, 
the process must be completed quickly and be free of charge 
for the end user (Section 20a of the German Energy Industry Act 
[EnWG]). From a regulatory point of view, however, there is no 
obstacle to implementation with a blockchain in compliance 
with the guidelines or slight adjustments to the regulations.

4.0

not 
available

very low low medium high very
high

Microeconomic 
financial net effect

Welfare effects

Microeconomic strategic benefit

decisive influence 
on the use case

no significant influence 
on the use case

little 
influence

medium 
influence

strong 
influence

GDPR

EnWG

GPKE

StromNZV

If the data required for market communication is stored on a 
blockchain, a standardised view of the data is generated for all 
authorised market players. On this basis, an automated switch-
ing process using smart contracts (automation) then leads to a 
number of economic effects for distribution system operators 
and electricity suppliers if there is a high number of market par-
ticipants with corresponding interactions: Process cycle times 

are shortened, the process stability increases, the susceptibility 
to errors decreases and less post-processing is necessary. Regu-
lar labour-intensive format changes in market communication 
are implemented by energy providers in Germany every year. 
These changes can also be carried out uniformly and fully auto-
matically using blockchain technology in the use case. 

3.7Economic benefits

Regulatory impact

One star = very low
Five stars = very high

One star = decisive
Five stars = not significant

57



Trader 1

Trader 2

Trigger

Trader n

Smart contract

Trader places 
anonymous offer in 
decentralised order book

Trader receives 
confirmation

Trader makes offer Trader sends 
confirmation

Validation of 
the order

Validation: First 
implementation?

Anonymous order in 
decentralised order book

Anonymous transaction
Trader ID is encrypted

Bilateral disclosure of the trader IDs, 
encrypted for third parties

No

Yes

Blockchain/DLT

Legend
     Write permissions in ledger availability
     No write permissions availability
     Process start/end

Process chain

Application group: Trade (electricity)

Use Case 7: Electricity  
wholesale trading (OTC)
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Trader 1

Trader 2

Trigger

Trader n

Smart contract

Trader places 
anonymous offer in 
decentralised order book

Trader receives 
confirmation

Trader makes offer Trader sends 
confirmation

Validation of 
the order

Validation: First 
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Anonymous order in 
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Trader ID is encrypted
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encrypted for third parties

No

Yes

Blockchain/DLT

Legend
     Write permissions in ledger availability
     No write permissions availability
     Process start/end

Process description

In this process chain for electricity wholesale trading (OTC),  
a trader anonymously submits a bid in a decentralised, block-
chain-based order book. It is therefore not possible to track the 
trader’s bid. Only after the execution of the bid, which is also 
anonymous, is the trade between the two traders mutually dis-

closed, but no third parties can view the data. The fulfilment of 
the transaction (i.e. the supply, booking and consumption of 
the “electricity” good) is not handled via the blockchain in this 
use case.
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Technological 
maturity (B)

Number of 
suitable 
solutions (C)

Status of trials (D)

Switching costs (E)

Fulfilment of 
responsibility 
requirements (F)*

Unique selling point (A)

Electricity wholesale trading (OTC) is already easy to implement 
with today’s blockchain technologies in comparison to other  
applications. Transaction speed requirements can be met by  
private blockchains. A unique technical selling point of block-
chains in the use case is the combination of immutability of  
entries, their secure exchange in a less reliable context and the 
increased quality of information. Overall, there is a high degree 
of consistency between blockchain characteristics and use case 

requirements, and the status of the technical trials has almost 
reached market maturity. Operating a blockchain as a consor-
tium is highly suitable in the use case, as this ensures conformity 
with respect to the regulatory framework. However, technically 
there is a close link to the blockchain solution or to a third-party 
operator, since the change to other solutions would require high 
additional programming effort.

A – D, F: 
0 = not available, 1 = very low, 
2 = low, 3 = medium, 4 = high, 
5 = very high

E: 
0 = very high risk, 1 = high risk, 
2 = increased risk, 3 = medium risk, 
4 = low risk, 5 = no risk

* Requirements regarding responsibility 
   to execute transactions & operate the 
   blockchain

3.9

Assessment results

Degree of fulfilment of technical requirements One star = very low
Five stars = very high
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This process describes a decentralised trading platform on a 
blockchain basis which functions similar to a stock exchange. 
The aim of the REMIT Regulation is to curb market manipulation 
in wholesale markets through insider information. Article 1(2) 
of REMIT broadens the area of application if a wholesale energy 
product is traded. In the case of a transfer with the involvement 
of a third party as well as in the case of money remittance (Sec-
tion 1 of the German Payment Services Supervision Act [ZAG]), a 

licence is required (Section 10 of the ZAG). If market participants 
have requested an exemption clause, the commercial transac-
tion may be made prior to the publication of inside information. 
However, this information must still be published by the market 
participant in good time and effectively (obligation to publish). 
From a regulatory point of view, there is no extraordinary ob-
stacle preventing this use case in its presented form.

4.0

not 
available

very low low medium high very
high

Microeconomic financial net effect

Welfare effects

Microeconomic strategic benefit

decisive influence 
on the use case

no significant influence 
on the use case

little 
influence

medium 
influence

strong 
influence

REMIT

ZAG

So far, electricity wholesale trading has been reserved pri marily 
for large-scale power plants. After the end of the funding  period 
for renewable energy sources, OTC trading will in principle be  
attractive to them for ensuring the purchase of electricity for the 
long term. Using a blockchain solution may result in up to 90% 
cost savings in comparison to the status quo, thus drastically 
lowering the market entry barrier for small producers. The  

resulting macroeconomic effect is an increase in competitive  
intensity. A reduction of the cost of regulation promises a reduc-
tion of the overall cost of OTC trading. Strategically, this use  
case is relatively low-risk in terms of its investment costs and 
regulatory obstacles. It has a high learning potential and can  
be well tested. The potential to accelerate the automation of  
energy trading is also considered to be high.

4.2Economic benefits

Regulatory impact

One star = very low
Five stars = very high

One star = decisive
Five stars = not significant

61



Reproduction to prevent 
multiple sale

Trading results as transaction 
on blockchain

Prosumer n

Trigger

Smart contract

Web platform

Prosumer 1 provides 
information about 
its offer

Matching on the 
supplier’s platform

Intermediary validates 
transactions

Receives payment for 
each marked kWh

Smart contract 
creates transaction

No

Yes

Prosumer 2

Prosumer 1

Multiple sale 
excluded?

Matched transaction 
sent to smart contract

Oracle issues unique ID 
for each kWh consumed

Offer on 
blockchain

Prosumer 2 defines 
conditions under which 
it purchases electricity

Prosumer n defines 
conditions under which 
it purchases electricity

Blockchain/DLT

Legend
     Write permissions in ledger availability
     No write permissions availability
     Process start/end

Process chain

Application group: Trade (electricity)

Use Case 8: P2P trading  
between customers of an 
electricity supplier
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     Process start/end

Process description

In this use case, the electricity trade between customers of an 
electricity supplier is implemented via its own online trading 
platform. The electricity supplier remains responsible for bal-
ancing group management. However, local green electricity 
suppliers can adjust and sell their offer on the online trading 
platform, for instance. Local consumers can in turn choose the 
composition of their electricity consumption via the platform or 
switch suppliers. In this use case, the platform operator is nec-

essarily the electricity supplier for all consumers. The trading 
platform can also be offered to its customers regardless of their 
place of residence. Within the framework of such a community 
approach, electricity suppliers with rooftop PV installations and/
or home electricity storage systems can exchange electricity na-
tionwide with consumers of the same electricity supplier via the 
trading platform.
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Technological 
maturity (B)

Number of 
suitable 
solutions (C)

Status of trials (D)

Switching costs (E)

Fulfilment of 
responsibility 
requirements (F)*

Unique selling point (A)

Blockchain technology is not necessarily required to market lo-
cally generated green electricity, for instance, to local custom-
ers. However, it is particularly secure, quick and cost-effective to 
provide evidence of compliance with the prohibition of multi ple 
sale via the blockchain. Technical synergy effects arise for the 
operator of a blockchain-based platform, which allows its cus-
tomers to trade among themselves, especially through the ex-

pansion of the blockchain-based use cases “guarantees of ori-
gin” (Use Case 4), “billing of fees and reallocation charges” (Use 
Case 5), “landlord-to-tenant electricity supply” (Use Case 10) 
or “registration of installations in the core market data regis-
ter” (Use Case 3). In particular, the verifiable registration as well 
as the secure and rapid sharing of this information represents a 
technical added value for P2P electricity trading.

A – D, F: 
0 = not available, 1 = very low, 
2 = low, 3 = medium, 4 = high, 
5 = very high

E: 
0 = very high risk, 1 = high risk, 
2 = increased risk, 3 = medium risk, 
4 = low risk, 5 = no risk

* Requirements regarding responsibility 
   to execute transactions & operate the 
   blockchain

4.1

Assessment results

Degree of fulfilment of technical requirements One star = very low
Five stars = very high
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It makes little difference whether electricity is traded between 
two external market participants or between two customers of 
an electricity supplier. The prosumer can then be both suppli-
er and energy supplier (Section 3 of the German Energy Industry 
Act [EnWG]). This would result in a reporting obligation in  
the (permanent) household customer supply to the regulatory  
authority, as well as a contractual retention of the data for docu-
mentation. The contractual arrangements of the user access 

must comply with the requirements of the EnWG (Section 23 et 
seq.). Existing minimum requirements for the contractual ar-
rangement of energy supply contracts (Section 41 of the EnWG) 
must be taken into account. REMIT only applies in the case of 
wholesale energy products (> 600 GWh/a) (Article 2 of REMIT).  
Although extensive obligations arise from the EnWG, from a  
regulatory point of view there is rather less opposition to imple-
menting the use case on a blockchain basis.

4.0

not 
available

very low low medium high very
high

Microeconomic 
financial net effect

Welfare effects

Microeconomic strategic benefit

decisive influence 
on the use case

no significant influence 
on the use case

little 
influence

medium 
influence

strong 
influence

StromNZV

EEG

REMIT EnWG

Variations of the use case depicted in the process chain are al-
ready being tested on the market by a number of companies 
 internationally and in Germany. Positive revenue effects due to 
lower costs or increased sales can only be a model for the suc-
cess of a few electricity suppliers. In the context of the  expected 
market opening for small producers and loads, and with de-
creasing margins for electricity as a standard product, product 
differentiation seems to be a promising strategy for electricity 

suppliers. The option of product differentiation can be used as  
a means of developing and testing new products, thus  attracting 
and retaining customers. Economically speaking, a positive  
effect for the energy transition can result in connection with the 
use case “guarantees of origin” (Use Case 4): The willingness to 
expand renewable energy sources may increase if it becomes  
apparent and verifiable how high the local gross added value is 
regarding local generation and consumption of electricity.

3.7Economic benefits

Regulatory impact

One star = very low
Five stars = very high

One star = decisive
Five stars = not significant
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Process description

In this forward-looking use case, the distribution system opera-
tor dynamically adjusts the grid usage fee on the basis of current 
utilisation forecasting. Local electricity consumers and produc-
ers are thus incentivised to behave in a manner that is benefi-
cial to the grid. In contrast to the use case “congestion manage-
ment in electricity distribution grids (e-mobility)” (Use Case 1), 
market trading, which takes place here on a local market within 

a distribution grid area, is not directly restricted, but the grid fee 
components of the end-user price are used as an indirect control 
mechanism. As part of the automated process, software agents 
of the distribution system operator and the prosumer interact 
with each other and the monetary transaction is undertaken via 
smart contracts. The trading results are recorded as transactions 
on the blockchain.
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As part of the described process, software agents of the distri-
bution system operator and the prosumer interact with each 
other and the monetary transaction is carried out via smart con-
tracts. It therefore places high demands on the robustness, se-
curity and scalability of the information system, which are met 
by blockchain solutions, above all through auditable and unfal-
sifiable trading using smart contracts. In comparison to the use 
case “congestion management in electricity distribution grids 

(e-mobility)” (Use Case 1), slightly higher technical requirements 
apply with respect to scalability due to the shorter lead times, in 
particular due to the dynamic adjustment of the grid usage fee 
on the basis of current utilisation forecasts. Regarding the opera-
tion and suitability of blockchains, the requirements that apply 
are similar to the ones in Use Case 1. While the maturity and 
number of suitable solutions are promising, there is still very 
 little experience with implementing the use case. 

Technological 
maturity (B)

Number of 
suitable 
solutions (C)

Status of trials (D)

Switching costs (E)

Fulfilment of 
responsibility 
requirements (F)*

Unique selling point (A)

A – D, F: 
0 = not available, 1 = very low, 
2 = low, 3 = medium, 4 = high, 
5 = very high

E: 
0 = very high risk, 1 = high risk, 
2 = increased risk, 3 = medium risk, 
4 = low risk, 5 = no risk

* Requirements regarding responsibility 
   to execute transactions & operate the 
   blockchain

3.6

Assessment results

Degree of fulfilment of technical requirements One star = very low
Five stars = very high
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The process describes a fully automated interaction between the 
grid operator and the prosumer for a “distribution grid market” 
on the basis of blockchain. The first question that arises here is 
whether a dynamic grid usage fee based on utilisation forecasts 
is covered by the existing regulatory framework. The Federal 
Network Agency (BNetzA) generally determines the fee for grid 
access as a transaction-independent point model (Section 15 
of the Electricity Network Charges Ordinance [StromNEV]) with 
corresponding upper limits (Section 32 of the Incentive Regula-

tion Ordinance [ARegV]) and has rejected variable grid fees thus 
far. From a regulatory point of view, the described process also 
poses an important question as to whether a regional distribu-
tion grid can be operationally represented in the existing system. 
As a basis for this, contract requirements may be transferred 
from the system of a TSO control area, for instance. The require-
ments for a monetary transaction via the DSO are similar to Use 
Case 1. The process requires a massive change in the regulatory 
framework and the corresponding political will.

3.0

not 
available

very low low medium high very
high

Microeconomic 
financial net effect

Welfare effects

Microeconomic strategic benefit

decisive influence 
on the use case

no significant influence 
on the use case

little 
influence

medium 
influence

strong 
influence

MsbG

ARegV

StromNEV

In the use case, a distribution system operator potentially re-
ceives an economically efficient instrument to prevent grid con-
gestion. Strategically, its system function as an important local 
player is safeguarded and expanded. Welfare effects result from 
increased market efficiency, less expansion of the power grid in 

the long term, as well as important investment signals for the 
location of renewable energy systems. Interaction with the con-
gestion management in Use Case 1 promises to further increase 
the effectiveness of this use case.

3.8Economic benefits

Regulatory impact

One star = very low
Five stars = very high

One star = decisive
Five stars = not significant
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Process description

The aim of the blockchain-based interaction between the cus-
tomer and owner of a landlord-to-tenant electricity supply prop-
erty is to optimise local resources, i.e. the highest possible con-
sumption of locally generated electricity. In the use case, the PV 
system is in the possession of the electricity supplier or the prop-
erty owner, for instance. In addition to the electricity genera-
tion system, third-party tenants must also be considered in the 

metering concept, which complicates the billing between the 
involved parties (tenants, electricity suppliers, system owners, 
grid operators and metering station operators). From a techni-
cal-conceptual point of view, it is easy to extend this scenario to 
internal and external transactions between electricity storage fa-
cilities, electric car charging stations or balcony PV installations.
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Technological 
maturity (B)

Number of 
suitable 
solutions (C)

Status of trials (D)

Switching costs (E)

Fulfilment of 
responsibility 
requirements (F)*

Unique selling point (A)

As an alternative to a high-cost adaptation of the billing sys-
tem, specific software solutions for landlord-to-tenant electric-
ity supply can also be used. One of the criteria that sets block-
chain technology apart is that it offers the secure and transpa-
rent breakdown of the consumed and generated quantities of 
electricity as well as their exchange and re-use. This is the inter-
face for the simple extension of the use case and for the creation 

of a natural interface to the use cases “core energy market data 
register” (Use Case 3), “guarantees of origin” (Use Case 4), “P2P 
trading between customers of an electricity supplier” (Use Case 
8) and “shared investments in the case of external landlord-to-
tenant electricity supply” (Use Case 11). An internal trading plat-
form can also serve as the basis for trading between properties 
in a district. 

4.0

A – D, F: 
0 = not available, 1 = very low, 
2 = low, 3 = medium, 4 = high, 
5 = very high

E: 
0 = very high risk, 1 = high risk, 
2 = increased risk, 3 = medium risk, 
4 = low risk, 5 = no risk

* Requirements regarding responsibility 
   to execute transactions & operate the 
   blockchain

Assessment results

Degree of fulfilment of technical requirements One star = very low
Five stars = very high
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Unlike regular electricity purchases from the grid, certain cost 
components such as grid fees, grid-side reallocation charges, 
electricity tax and concession fees do not apply in the landlord-
to-tenant electricity supply model. Furthermore, there is funding 
for every kilowatt-hour of landlord-to-tenant electricity (land-
lord-to-tenant electricity allowance). Within the customer sys-
tem, however, there must be a suitable metering concept which 
enables the grid operator to allocate all the meters within the 
customer system to the supplied grid users and to automate 
the business processes for supplying customers with electric-

ity (GPKE) (e.g. as per Sections 22, 26 and 60 of the  German 
 Metering Point Operation Act [MsbG]). Regardless of the tech-
nology used, the supply of landlord-to-tenant electricity is sub-
ject to a number of other legal obligations as per the German 
 Energy Industry Act (EnWG) (e.g. Sections 5 and 40). For power 
supply companies and electricity suppliers, this in turn results 
in requirements for the contracts and invoices, as well as the 
 advertising material for the end users. Despite bureaucratic ob-
stacles, this use case has not been excluded from a regulatory 
point of view.

4.0

Welfare effects

Microeconomic 
financial net effect

Microeconomic 
strategic benefit

not 
available

very low low medium high very
high

decisive influence 
on the use case

no significant influence 
on the use case

little 
influence

medium 
influence

strong 
influence

EEG

GPKE

MsbG

EnWG

Blockchain-based landlord-to-tenant electricity supply solu-
tions are now technologically mature and economically viable. 
However, their advantages over alternative software solutions 
are particularly relevant in connection with residual electricity 
purchases: Through the use of blockchain-based trading plat-
forms (see Use Case 8) and the purchase of external energy ca-
pacity in the form of shares in an EEG facility outside the prop-
erty (see Use Case 11), the residual electricity purchase can be 
organised and billed flexibly. Residual electricity insurance pro-
ducts can also be created on the basis of a standardised view of 

the data. Overall, the use of blockchain promises to improve the 
cost-effectiveness of landlord-to-tenant electricity supply mod-
els, which have been based on public incentives thus far. Eco-
nomically speaking, the efficient organisation of residual elec-
tricity purchases from renewable energy sources may have a 
positive effect on the efficiency of the energy market. For exam-
ple, lower balancing group deviations may be expected in the 
future under certain circumstances. The need for extraction or 
feeding-in from transmission grids will decrease, and this may 
also result in increased local added value.

2.7Economic benefits

Regulatory impact

One star = very low
Five stars = very high

One star = decisive
Five stars = not significant
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Energy supplier

Trigger

Smart contract

Would like to invest 
capital in external 
RES installations

Claim to electricity from 
RES installations as per 
possession of asset tokens

Definition number 
of shares for capital

Definition contract details 
(including the procurement 
of residual electricity)

Procurement 
electricity volume 
difference

Payment for residual 
electricity with share 
Renewable Energy Sources 
Act surcharge/electricity tax

Facility owner

Consumer

Asset tokens issued 
to nodes (= tenant)

Monitoring of the 
electricity inputs and 
outputs No

Yes

Consumption 
covered by share 

of production?

Electricity generated (RES installations) 
and consumed (tenants) recorded

Generation of tokens and transfer of ownership
of smart contract account to tenantBlockchain/DLT

Legend
     Write permissions in ledger availability
     No write permissions availability
     Process start/end

Payment for electricity delivery 
(according to tariff with energy 
supplier, without Renewable Energy 
Sources Act surcharge if applicable)

Process chain

Application group: Financing and tokenisation

Use Case 11: Shared investments 
in the case of external landlord-
to-tenant electricity supply
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Energy supplier

Trigger

Smart contract

Would like to invest 
capital in external 
RES installations

Claim to electricity from 
RES installations as per 
possession of asset tokens

Definition number 
of shares for capital

Definition contract details 
(including the procurement 
of residual electricity)

Procurement 
electricity volume 
difference

Payment for residual 
electricity with share 
Renewable Energy Sources 
Act surcharge/electricity tax

Facility owner

Consumer

Asset tokens issued 
to nodes (= tenant)

Monitoring of the 
electricity inputs and 
outputs No

Yes

Consumption 
covered by share 

of production?

Electricity generated (RES installations) 
and consumed (tenants) recorded

Generation of tokens and transfer of ownership
of smart contract account to tenantBlockchain/DLT

Legend
     Write permissions in ledger availability
     No write permissions availability
     Process start/end

Payment for electricity delivery 
(according to tariff with energy 
supplier, without Renewable Energy 
Sources Act surcharge if applicable)

Process description

The (partial) coverage of the residual electricity purchase by pur-
chasing external energy capacity is an extension of the block-
chain use case “landlord-to-tenant electricity supply” (Use Case 
10). Consumers acquire shares in an EEG facility outside the 
property or district and receive asset tokens in return. These to-
kens certify a corresponding claim to the electricity generated 

in this facility. For the simultaneity of production and purchase, 
digital electricity meters and suitable metering concepts are just 
as necessary as a corresponding software solution for documen-
tation and implementation. If the quantity purchased and pro-
duced are identical, then, unlike in the event of shortfall, there is 
no purchase of residual electricity at the times in question.
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Technological 
maturity (B)

Number of 
suitable 
solutions (C)

Status of trials (D)

Switching costs (E)

Fulfilment of 
responsibility 
requirements (F)*

Unique selling point (A)

Blockchains make it technically possible to reduce the  expenses 
related to the small-scale purchase of energy capacities and 
their organisation. Their specific properties in terms of robust-
ness, security and transparency come to the fore here. There ap-
pears to be no specific technical requirements, such as a particu-
larly high number of transactions per second, for the implemen-

tation of the use case. Once again, the selection of blockchain 
technologies is somewhat limited by the need to store  personal 
data in accordance with the GDPR. Evidence of the long-term 
mass suitability must be provided by suitable blockchains, as in 
other use cases.

A – D, F: 
0 = not available, 1 = very low, 
2 = low, 3 = medium, 4 = high, 
5 = very high

E: 
0 = very high risk, 1 = high risk, 
2 = increased risk, 3 = medium risk, 
4 = low risk, 5 = no risk

* Requirements regarding responsibility 
   to execute transactions & operate the 
   blockchain

3.3

Assessment results

Degree of fulfilment of technical requirements One star = very low
Five stars = very high
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The object of investigation of the process presented here is the 
ownership right of several owners to split ownership of renew-
able energy facilities, represented by tokens. Depending on the 
legal position these tokens convey, they may be securities (these 
may also exist digitally), which is why the German Securities 
Trading Act (WpHG) may be relevant. According to BaFin ( Federal 
Financial Supervisory Authority), it is sufficient to document 
transactions using the distributed ledger or blockchain technol-

ogy such that the rights embodied in the tokens can be  uniquely 
assigned to an address. The definition of the term “securities” 
has been transposed from the MiFID Directive into national 
law. On this basis, the criteria of transferability and tradability, 
among others, must be met at the same time. Overall, the as-
sessment of the use case is very complex and needs to be analy-
sed in each individual case, but implementation in compliance 
with the regulations is possible.

Welfare 
effects

Microeconomic 
financial net effect

Microeconomic 
strategic benefit

not 
available

very low low medium high very
high

decisive influence 
on the use case

no significant influence 
on the use case

little 
influence

medium 
influence

strong 
influence

MiFID

WpHG

The use case shows how high initiation costs for covering resid-
ual electricity purchases can be reduced by purchasing external 
energy capacity. Furthermore, the use of blockchain technol-
ogy can also reduce the processing costs, which result above all 
from the significantly reduced expenses related to confirming 
the transfer of ownership from the current to the future owner of 
the share of the facility. For providers of corresponding landlord-

to-tenant electricity supply models, however, there is a high risk 
regarding the generation of additional revenue: There have been 
very few documented market trials or pilots thus far. Economi-
cally speaking, the application promises increased market effi-
ciency. The easier participation in renewable energy systems is 
not limited to landlord-to-tenant electricity supply models. 

2.4

4.0

Economic benefits

Regulatory impact

One star = very low
Five stars = very high

One star = decisive
Five stars = not significant
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Structure and  
group of partners

Project management 

In May 2018, dena and 16 partners launched the existing study. 
This group of partners covers a wide range of business sectors 
both within and outside the energy industry. dena was respon-
sible for the project management and hence the conceptualisa-
tion and implementation of the work programme, the involve-
ment of expert assessors, as well as the communication of the 
study.

 ■ Project management: Philipp Richard (Team Leader for  
Energy Systems and Digitisation)

 ■ Leading collaborators: Lukas Vogel (Senior Expert for the 
 International Energy Transition and Digitisation),  
Sara Mamel (Expert for Digitisation),  
Dr. Sebastian Fasbender (Expert for the Communication  
of Energy Systems and Energy Services)

 
 
Project structure 

dena included renowned scientific experts when designing the 
study: 

 ■ Prof. Dr. Jens Strüker (Director of the Institute of Energy 
 Economics, INEWI) led the technical and economic investi-
gations.

 ■ Dr. Ludwig Einhellig (Senior Manager and Head of Smart Grid 
at Deloitte) provided his expertise on the regulatory aspects.  

Within the project, the study partners in the project steering 
group, which met three times over the course of the project, 
consulted and decided on the basic orientation of the study. 
The content of the study was decided primarily by the working 
group, which also met in three sessions. To provide contextual 
advice, external experts were invited both to the meetings of the 
project steering group as well as the working group.

Furthermore, a supporting advisory board was also appointed, 
the members of which served as points of contact for the group 
of partners and the scientific experts. They were also included 
during the commenting of the preliminary study findings. During 
the appointment, attention was paid on the one hand to estab-
lishing a link to current research via the selection of notable sci-
entists, while also including important trendsetters of the block-
chain scene in order to ensure a strong application focus.

 
Project phases

Commencing in May 2018, the investigation period lasted for 
nine months. The project phases were divided up into the defini-
tion of the investigation framework including a status quo analy-
sis, definition of the study methodology, and the preselection 
of use cases (approx. 2 months). The subsequent analysis phase 
included, among other things, the coordination of the process 
chains which the use case analyses were based on, and the per-
formance of a survey on the development status of the technol-
ogy (approx. 3 months). In the third project phase, an in-depth 
analysis of the use cases as well as the compilation of the find-
ings were conducted, including the formulation of recommend-
ed courses of action (approx. 3 months). This was followed by 
the communication of the study findings (approx. 1 month).

4
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group “Financing & Tokenisation”

79



References

0xproject (2019). [Online] URL: https://0x.org/ [last accessed on 05/02/2019].

a16zcrypto (2019). [Online] URL: https://a16zcrypto.com/ [last accessed on 05/02/2019].

a16z-Podcast (2017). Trends in Cryptocurrencies. [Online] URL: https://a16z.com/2017/12/23/trends-cryptocurrencies/  
[last accessed on 05/02/2019].

a16z-Podcast (2018). Mental Models for Understanding Crypto Tokens. [Online] URL: https://a16z.com/2018/01/21/ 
mental-models-tokens-crypto-trends/ [last accessed on 05/02/2019].

Augur (2019). [Online] URL: https://www.augur.net/ [last accessed on 05/02/2019].

BaFin (2016). Distributed Ledger: Die Technologie hinter den virtuellen Währungen am Beispiel der Blockchain. [Online] URL:  
https://www.bafin.de/SharedDocs/Veroeffentlichungen/DE/Fachartikel/2016/fa_bj_1602_blockchain.html  
[last accessed on 05/02/2019].

BDEW (2017). Blockchain in der Energiewirtschaft. [Online] URL: https://www.bdew.de/media/documents/ 
BDEW_Blockchain_Energiewirtschaft_10_2017.pdf [last accessed on 05/02/2019].

BDEW (2018). Blockchain in the Energy Sector. [Online] URL: https://lnkd.in/dxpa3dV [last accessed on 05/02/2019].

Biederbeck, M. (2016). Der DAO-Hack: Ein Blockchain-Krimi aus Sachsen. [Online] URL: https://www.wired.de/collection/ 
business/wie-aus-dem-hack-des-blockchain-fonds-dao-ein-wirtschaftskrimi-wurde [last accessed on 05/02/2019].

BlockchainHub (2017). Blockchain Handbook: A Beginners Guide. [Online] URL: https://s3.eu-west-2.amazonaws.com/ 
blockchainhub.media/Blockchain+Technology+Handbook.pdf [last accessed on 05/02/2019].

Bonpay (2018). What Is the Difference Between Coins and Tokens? [Online] URL: https://medium.com/@bonpay/ 
what-is-the-difference-between-coins-and-tokens-6cedff311c31 [last accessed on 05/02/2019].

Coinmarketcap (2019). [Online] URL: https://coinmarketcap.com [last accessed on 05/02/2019].

Databrocker Dao (2018). Global Market for Global Data – Whitepaper. [Online] URL: https://databrokerdao.com/wp-content/ 
uploads/2018/09/whitepaper_databrokerdao.pdf [last accessed on 05/02/2019].

Der Tagesspiegel (2018). Langsames Internet bedroht Berlins Unternehmer. [Online] URL: https://www.tagesspiegel.de/berlin/breit-
bandausbau-fuer-die-wirtschaft-langsames-internet-bedroht-berlins-unternehmer/22786780-all.html [last accessed on 04/02/2019].

German Coordination Office of the IPCC (2018). 1,5 °C globale Erwärmung – Ein IPCC-Sonderbericht über die Folgen einer globalen 
Erwärmung um 1,5 °C gegenüber vorindustriellem Niveau und die damit verbundenen globalen Treibhausgasemissionspfade im  
Zusammenhang mit einer Stärkung der weltweiten Reaktion auf die Bedrohung durch den Klimawandel, nachhaltiger Entwicklung 
und Anstrengungen zur Beseitigung von Armut. Zusammenfassung für politische Entscheidungsträger. [Online] URL: https://www. 
de-ipcc.de/media/content/SR1.5-SPM_de_181130.pdf [last accessed on 04/02/2019].

German Bundestag (2018). Antwort der Bundesregierung auf die kleine Anfrage der Abgeordneten Dieter Janecek, Dr.  Danyal 
Bayaz, Dr. Konstantin von Notz, weiterer Abgeordneter und der Fraktion BÜNDNIS 90/ DIE GRÜNEN. Drucksache 19/5278. Block-
chain und Distributed-Ledger-Technologien – Potenziale und Anwendungsfelder. [Online] URL: http://dip21.bundestag.de/dip21/
btd/19/058/1905868.pdf [last accessed on 04/02/2019].

The Federal Government (2018). Digitalisierung gestalten – Umsetzungsstrategie der Bundesregierung. [Online] URL:  
https://www.bundesregierung.de/resource/blob/975226/1552758/f7a843ad5aa07e9a25af191e8895b23f/pdf- 
umsetzungsstrategie-digitalisierung-data.pdf?download=1 [last accessed on 04/02/2019].

Die Zeit (2018). Klimarat fordert raschen Umbau der Weltwirtschaft. [Online] URL: https://www.zeit.de/wissen/umwelt/2018-10/
weltklimarat-ipcc-duerre-sonderbericht-erderwaermung [last accessed on 04/02/2019].

Dixon, C. (2018). Why Decentralization Matters. [Online] URL: https://medium.com/s/story/why-decentralization-matters-5e3f-
79f7638e [last accessed on 05/02/2019].

Euler, T. (2018). The Token Classification Framework: A multi-dimensional tool for understanding and classifying crypto tokens. 
[Online] URL: http://www.untitled-inc.com/the-token-classification-framework-a-multi-dimensional-tool-for-understand-
ing-and-classifying-crypto-tokens/ [last accessed on 05/02/2019].

80

https://a16z.com/2018/01/21/mental-models-tokens-crypto-trends/
https://www.bdew.de/media/documents/BDEW_Blockchain_Energiewirtschaft_10_2017.pdf
https://www.wired.de/collection/business/wie-aus-dem-hack-des-blockchain-fonds-dao-ein-wirtschaftskrimi-wurde
https://s3.eu-west-2.amazonaws.com/blockchainhub.media/Blockchain+Technology+Handbook.pdf
https://medium.com/@bonpay/what-is-the-difference-between-coins-and-tokens-6cedff311c31
https://databrokerdao.com/wp-content/uploads/2018/09/whitepaper_databrokerdao.pdf
https://www.tagesspiegel.de/berlin/breitbandausbau-fuer-die-wirtschaft-langsames-internet-bedroht-berlins-unternehmer/22786780-all.html
https://www.de-ipcc.de/media/content/SR1.5-SPM_de_181130.pdf
http://dip21.bundestag.de/dip21/btd/19/058/1905868.pdf
https://www.bundesregierung.de/resource/blob/975226/1552758/f7a843ad5aa07e9a25af191e8895b23f/pdfumsetzungsstrategie-digitalisierung-data.pdf?download=1
https://www.zeit.de/wissen/umwelt/2018-10/weltklimarat-ipcc-duerre-sonderbericht-erderwaermung
https://medium.com/s/story/why-decentralization-matters-5e3f-79f7638e
http://www.untitled-inc.com/the-token-classification-framework-a-multi-dimensional-tool-for-understanding-and-classifying-crypto-tokens/


Evans, B. (2018). Presentation: The End of the Beginning. [Online] URL: https://www.ben-evans.com/benedictevans/2018/11/16/
the-end-of-the-beginning [last accessed on 05/02/2019].

EWF (2018). The Energy Web Chain – Accelerating the energy transition with an open-source, decentralized blockchain platform. 
[Online] URL: https://energyweb.org/papers/the-energy-web-chain/ [last accessed on 05/02/2019].

Falkon, S. (2017). The Story of the DAO – Its History and Consequences. [Online] URL: https://medium.com/swlh/the-story-of-the-
dao-its-history-and-consequences-71e6a8a551ee [last accessed on 05/02/2019].

FfE (2018). Die Blockchain Technologie: Chancen zur Transformation der Energiewirtschaft. Berichtsteil Anwendungsfälle. [Online] 
URL: https://www.ffe.de/attachments/article/846/Blockchain_Teilbericht_UseCases.pdf [last accessed on 05/02/2019].

Filecoin (2019). [Online] URL: https://filecoin.io/ [last accessed on 05/02/2019].

GitHub (2019a). Whitepapers: Smart Contract Protocols. [Online] URL: https://gist.github.com/blockchainvc/49f9fc3e70c-
92de21754a01f21d30cd8 [last accessed on 05/02/2019].

GitHub (2019b). ERC: Non-fungible Token Standard. [Online] URL: https://github.com/ethereum/eips/issues/721 [last accessed on 
05/02/2019].

GitHub (2019c). ERC-1068 Loan Standard. [Online] URL: https://github.com/ethereum/EIPs/issues/1068 [last accessed on 
05/02/2019].

GitHub (2019d). An Interface and Reference Implementation of the ERC-884 DGCL Token. [Online] URL: https://github.com/davesag/
ERC884-reference-implementation [last accessed on 05/02/2019].

Huberman, G.; Leshno, J.; Moallemi, C. (2017). Monopoly without a monopolist: An economic analysis of the bitcoin payment  
system. [Online] URL: https://moallemi.com/ciamac/papers/bitcoin-2017.pdf [last accessed on 05/02/2019].

IPCC (2018). Global Warming of 1.5°C – An IPCC Special Report on the impacts of global warming of 1.5°C above pre-industrial  
levels and related global greenhouse gas emission pathways, in the context of strengthening the global response to the threat of  
climate change, sustainable development, and efforts to eradicate poverty. Headline Statements from the Summary for Policy-
makers. [Online] URL: https://www.ipcc.ch/site/assets/uploads/sites/2/2018/07/sr15_headline_statements.pdf [last accessed on 
04/02/2019].

IPFS (2019). [Online] URL: https://ipfs.io [last accessed on 05/02/2019].

Lubin, J. (2018). Joe Lubin Explains Why the Ethereum Ecosystem Is Stronger Than Ever in 20 Tweets. [Online] URL:  
https://media.consensys.net/joe-lubin-explains-why-the-ethereum-ecosystem-is-stronger-than-ever-in-20-tweets-7a09555760fd 
[last accessed on 05/02/2019].

Mercatus Center (2018). Vitalik Buterin on Cryptoeconomics and Markets in Everything. Conversations with Tyler (Ep. 45). [Online] 
URL: https://medium.com/conversations-with-tyler/vitalik-buterin-tyler-cowen-cryptocurrency-blockchain-tech-3a2b20c12c97  
[last accessed on 05/02/2019].

Merz, M. (2019). Blockchain im B2B-Einsatz – Technologien, Anwendungen und Projekte. MM Publishing, Hamburg.

Nakamoto, S. (2009). Bitcoin: A Peer-to-Peer Electronic Cash System. [Online] URL: https://bitcoin.org/bitcoin.pdf  
[last accessed on 05/02/2019].

Oceanprotocol (2019). [Online] URL: https://oceanprotocol.com/ [last accessed on 05/02/2019].

Poon, J.; Buterin, V. (2017). Plasma: Scalable Autonomous Smart Contracts. [Online] URL: http://plasma.io/plasma.pdf  
[last accessed on 05/02/2019].

Sønstebø, D. (2017). IOTA Data Marketplace. [Online] URL: https://blog.iota.org/iota-data-marketplace-cb6be463ac7f  
[last accessed on 05/02/2019].

Stern, N. (2007). The Economics of Climate Change: The Stern Review. Cambridge University Press, Cambridge.

Szabo, N. (1996). Smart Contracts: Building Blocks for Digital Markets. [Online] URL: http://www.fon.hum.uva.nl/rob/Courses/ 
InformationInSpeech/CDROM/Literature/LOTwinterschool2006/szabo.best.vwh.net/smart_contracts_2.html [last accessed on 
05/02/2019].

United States Securities and Exchange Commission (2016). Alphabet Inc., Form 10-K, For the Fiscal Year Ended December 31, 
2016. [Online] URL: https://www.sec.gov/Archives/edgar/data/1652044/000165204417000008/goog10-kq42016.htm#s58C60B-
74D56A630AD6EA2B64F53BD90C [last accessed on 05/02/2019].

Webb, R. (2017). Which Half Is Wasted? Google’s $350 Billion Haircut. [Online] URL: https://medium.com/s/which-half-is-wasted/
googles-350-billion-haircut-fa1a0f33ace1 [last accessed on 05/02/2019].

Wiki Bitcoin (2017). Multisignature. [Online] URL: https://wiki.bitcoin.com/w/Multisignature [last accessed on 05/02/2019].

Wikipedia (2019). ERC-20. [Online] URL: https://en.wikipedia.org/wiki/ERC-20 [last accessed on 05/02/2019].

World Bank Group (2017). Distributed Ledger Technology and Blockchain. [Online] URL: http://documents.worldbank.org/curated/
en/177911513714062215/pdf/122140-WP-PUBLIC-Distributed-Ledger-Technology-and-Blockchain-Fintech-Notes.pdf  
[last accessed on 05/02/2019].

81

https://www.ben-evans.com/benedictevans/2018/11/16/the-end-of-the-beginning
URL: https://medium.com/swlh/the-story-of-the-dao-its-history-and-consequences-71e6a8a551ee
https://gist.github.com/blockchainvc/49f9fc3e70c-92de21754a01f21d30cd8
https://github.com/davesag/ERC884-reference-implementation
http://www.fon.hum.uva.nl/rob/Courses/InformationInSpeech/CDROM/Literature/LOTwinterschool2006/szabo.best.vwh.net/smart_contracts_2.html
https://www.sec.gov/Archives/edgar/data/1652044/000165204417000008/goog10-kq42016.htm#s58C60B-74D56A630AD6EA2B64F53BD90C
https://medium.com/s/which-half-is-wasted/googles-350-billion-haircut-fa1a0f33ace1
http://documents.worldbank.org/curated/en/177911513714062215/pdf/122140-WP-PUBLIC-Distributed-Ledger-Technology-and-Blockchain-Fintech-Notes.pdf






de
na

 M
U

LT
I-S

TA
KE

H
O

LD
ER

 S
TU

DY
    

 B
lo

ck
ch

ai
n 

in
 th

e 
in

te
gr

at
ed

 e
ne

rg
y 

tr
an

si
ti

on

www.dena.de/en/blockchain




